Lumension Enterprise Reporting™

Increase Security and Regulatory Policy Compliance
and Maintain Audit Readiness

The expanding influence of government regulations and industry
standards and the increasing need to demonstrate compliance
with internal polices make corporate governance and risk
management a top priority for organizations worldwide. As
companies plan for the future, the link between IT and business

consistently ranks as one of the top three priorities for ClOs.'

Consolidate Patch and Vulnerability Data Throughout the Enterprise
IT senior executives need timely, accurate system visibility, configuration con-
formance data, vulnerability management analysis and reporting to help assess
business risk and meet regulatory compliance.

According to Forrester Research, “Senior managers today must not only manage
and measure the information security program but they must also translate those
measurements into meaningful reports for senior executives.” 2

Lumension Enterprise Reporting provides:
Fully customizable and centralized business intelligence solution
Consolidation of vulnerability and configuration data across the enterprise
Assessment of business risk through powerful and granular data
vulnerability analysis
Proof of security policy and regulatory compliance status

Key Features
Auto Report Generation and
Distribution
Comprehensive Pre-Defined
Report Library
System Configuration Reporting
Efficient Data Consolidation
Extensible to 3" Party Reporting
Tools

Open Reporting Schema
Policy-Based Reporting

Automated Data Transfer

Data Purge Management
Instantaneous Vulnerability Results

1. Gartner EXP’s annual CIO survey 2007 and 2008
2. Khalid Kark, “The Myths of Information Security Reporting, “ Forrester Research, March 23, 2006

Datasheet

Key Benefits
Ensures Audit Readiness
Delivers Multiple Views of
Aggregated Information
Integrates with Existing
Systems and Reporting
Tools
Drives Lower TCO

“Lumension enables us to track
software licenses dynamically.
This is very important when
signing contracts and license
agreements with Microsoft and
IBM We’re also J-SOX regulated,
which allows us to develop

clear policies and procedures
regarding patch management.”
Anthony Sica - Executive Director
of IT, Shiseido



How Lumension Enterprise Reporting Works

Collect - a data snapshot from each Lumen-
sion Patch and Remediation™ server in
the environment, on a pre-defined, auto-
mated basis.

Upload - data to a separate Enterprise
Reporting server, via secure RSA en-
crypted transmissions.

Consolidate - the data into the central
Enterprise Reporting data warehouse re-

pository.

Report - analyze the centralized data with drill down

capabilities.

Key Features

Auto Report Generation and Distri-
bution: Schedules automated report
generation and immediate email distri-
bution of reports to authorized users.

Comprehensive Pre-Defined Report
Library: Delivers 29 standard reports
for vulnerabilities, patch deployment,
configuration, inventory and compli-
ance. Reports are not fixed and may
be extended to meet organizational
needs.

Efficient Data Consolidation: Views
current status of vulnerability manage-
ment efforts with up-to-the-minute re-
ports.

Extensible to 3" Party Reporting
Tools: Works seamlessly with third
party reporting tools including SQL
Reporting Services, Business Objects,
Crystal Reports, and more.

www.lumension.com

Open Reporting Schema and Cus-
tomized Reporting: Data views make
it easier to find reporting data; under-
lying queries are exposed to easily
create custom reports.

Policy-Based Reporting: Provides
global view of vulnerability status for
all enterprise assets provides a unified
look at the health of your enterprise.

Instantaneous Vulnerability Results:
Allows information targeting to an or-
ganization’s specific functional groups
as well as summary views and trend-

ing.

Minimal Network Impact: Utilizes a
separate server to minimize disrup-
tions to Lumension Patch and Reme-
diation, enabling you to run reports
without interrupting key vulnerability
management tasks.

Vulnerability Management | Endpoint Protection | Data Protection | Reporting and Compliance

System Requirements
Server: Windows 2003
Server Standard or
Enterprise Edition

Complete Requirements

Online Resources
FREE TRIAL
Reporting & Compliance Blog
Vulnerability Management Blog
Vulnerability Scanner
Automating the Vulnerability
Management Lifecycle

Contact Lumension
Pixel IT
PO Box 65
Chirnside Park, VIC 3116

1800 674 935
sales@pixel.com.au
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IT Secured. Success Oplimized.
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http://blog.lumension.com/reporting-and-compliance
http://blog.lumension.com/vulnerability-management
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