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General Solution

1 Introduction

1.1 Overview

TrustDefender is a security software that will analyze all outgoing internet
transmissions on your computer. With its GAP Protection (Guarantesutiéation
Program) TrustDefender is able to guarantee the Authenticity-8EWels . Once

the GAP Protection Mode can be established, TrustDefender will automatically
activate the "Secure Lockdovénd frameworkof checks to evaluate whether your
compuer complies with the Security Policies defined by the Online Business. Together
with the Safe&Secure Mode, the Website GAP Policies and the Two Factor
Authentication, TrustDefender is the only complete On Demand Endpoint Security
Solution available on thearket today one that truly integrates both ends of the
connecti on Websmdiniosa seButy chaindo protect éimel useat

home as well as the online business.

TrustDefender has been proven to be a general solution agaiadtkiariéhishing,
Pharming, Trojan/Virus/Malware aKeéyloggerAttacks and also for online injection
attacks like XSS.

1.2 Supported Platforms

The TrustDefender Client runs on aljanilicrosoft Operating Systems:

Wi ndowsE NT

Mi crosoft WindoweE 98/ 98 Second ed
Wi ndows E ME

Wi ndowsE XP Home Edition/Profession

Wi ndowsE 2000

= =_ = =2 =2

Wi ndowsE Vista

121 Platform Roadmap

I MacOS
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9 Linux

1 Symbian

122 Hardware
9 Intel Pentium 3 or above

1 All platforms running Windows

Browser Note: TrustDefender software operates independently of the Browsers
giving_ greater flexibility, application to meet varying customer requirements and
security

Therefore operating with but not limited to:

T MicrosoftE |E
1 Netscape

1 AOL

1 Firefox

1

Opera
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2 In stallation

2.1 Software Installation

The Installation of the TrustDefender Client Software should be straightforward. The
Software itself is just a 1.3 MByte Download.

Please follow the installation instructions and TrustDefender will automatically be
installe on your machine.

® Note: The TrustDefender Installation will need Administrator
Privileges to run. However only restricted user privileges are
needed to run the software.

There is no need to restart Windows after Installation; however you should close al
open Web browser Windows.

2.2 First Time Startup of TrustDefender

After the Installation, you should see the orangg TrustDefender Logo in the System
Tray on the lower right corner of your screen@

TrustDefender will need to configure itself during thetérstip of the software.

In the first dialog, you can choose the TrustDefender License. For a complete
comparison of the different Editions, please reféritoa p Eree Edition vs. Gold
Edition6 .
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221 License Choose Wizard
License Wizard
Try TrustDefender Gold absolutely free for 21 Days, The enhanced funckionality kogether with the UserGAP and
GAFexchange Features gives vou even stronger Internst Security,

Cr, simply select TrustDefender Free to continue installing our basic TrustDefender Software (for freel)

Features

(&) TrustDefendsr Gold O TrustDefender Free

Guaranteed Authentication, Secure Lockdown,
SafedSecure Mode, TrustedSurfing Database
for ALL participating GAP Participants (Websites)

Be protected for ALL yvour Online Applications vou use,
Regardless whether they participate in the GAP Program

Benefit from others and download Thousands
of freely available UserGAP Profiles From the
Gap¥change for the strangest Security Experience

Advanced Privacy Features

Figurel - License Choose Wizard

After choosing the TrustDefender GBldl i t i o n, youol | have
details. Please enter the Name and License Key that yoltéiareel either on your
CD or via email from the Online Shop.

Enter Licens
Enter your License Details

Please enter wour Mame and License Key EXACTLY as they appear in the Instructions.

Mame: |

License Key: |

ok ) If Cancel J (" Evaluation Version >/

Figure2 - License Key Dialog

I n case you want to try TrustDefender
Versiond6 Button.

222 Tutorial

TrustDefender will show a shtutorial during startup. Please take a minute and read
through the different pages. Use the b
do not wish to see the tutorial again
againé.

Note: You can alwaysactivate the tutorial from the Preferences
Menu at a later stage.

@
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fender Tutorial

Be aware... You'll experience

@ afew "Popups” in the beginning because
TrustDefender will ask you to approve the Trust.

& These are essential to distinguish "good” Sites
from “bad” Sites. You'll be only asked once per
site and there won't be many after a few days.

& The Popups will automatically disappear after 2s
for well-known and cormmunity approved Sites

QTRUSTDEFENDER
]

P
A Mextx S Close )
[ pont shaw this page again

Figure3 - Tutorial

223 TrustDefender Login

I f you havendot done so, it is highly
on our website &itttp://mwww.trustdefender.conYou can use the same Username
and Password for the TrustDefender Software.

TrustDefender Login

TrustDefender Login

Username l"fDont have a Username?)

Password ['f Forgot Password? /J

[] remember Password [] pisable this Feature

Creating and using your own TrustDefender Username will enable wvou ko use your
TrustDefender Settings on every computer anywhere in the warld,

TrustDefender will automatically load all wour personal settings. Far highest security,
wour personal settings are encrypted so that nobody can access them,

Cancel J

Figure4 - TrustDefender Login

ot wish to usé€&€etbhusebeandre
Il no. This will di sabl e this feat
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224 TrustDefender Evaluation Message
If you have an evaluation license of TrustDefender, you will be notified of the period

during the startup of the software.

1 Leave Feedbacld Allows the user to leave feedback in respect to their user
experience and make suggestions.

1 Upgrade to Gold Editiond Allows the user to upgrade their evaluation
edition to the Gold Edition.

1 Continue dAllows the user to continue to useghaluation edition of
TrustDefender.

TrustDefender License Information

| Ewaluation License: You have 4 Days left for Evaluation of the Gold Edition,

~ BuiLt-IN ONLINE

- BANKING PROTECTION

For sELecTeED Finamcral INSTITUTIONS...

What do yaou want to da?
if Leave Feedback ,J l"- Upgrade ko Gold Edition /l [ Continue

Don't show again

Figures - TrustDefender License Information Dialog

2.3 Quick start / Walkthrough
For the impatient reader, the Quick Start will walk you through the main features of
the software.

231 Scenario 2: Cl  ient only protection

To see the variodeatures of TrustDefender action, please go through thise
demonstration

Step1l. Open anew Wdiirowser and go tatp://www.macquarie.com.au

Step 2.  Click on LogirA Personal on the right hand side of the screen.

o0 You'll see the GAP Window appear in the lower right corner
of your Screen.

0 At the same time, TrustDefender will activate the
Safe&Secure Mode to check the Authenticity of all running
applications and programs.

0 Once the GAP Window is activated, the Secure Lockdown
will also be activated.
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Step3. The Login Screen for the Internet Banking Application appears.
Before you actwually submit any info
the GAP window

o The "Show GAP Info" provides further evidence and
business information to assure that you are connected to
the correct site.

0 The "Security Policies" Tab further educates about the
Internet Security Policy.

Step4. You can now safely log in (we skip this p#reidemonstration)

Step 5. To see that TrustDefender will only allow \ejoests belonging to
Macquarie Bank, please open another browser window, and

Step 6. Go to e.ghttp://www.google.cormand you should see a window of
TrustDefendetelling you that he has blocked the Request

0 During the Secure Lockdown Situation, TrustDefender will
only allow Web requests that belong to the Application of
the GAP Participant (Westpac Bank in this case)

Step7. Click on OFinish Secure Lockdowl
Situation and refresh the Request to Google and you should see the Google
homepage

o0 Whenever the Secure Lockdown Situation is terminated, all
Internet Requests are allowed again.

We have seen in this little demonstration how TrustDefender
1 Shows you that you are really where you want3oAetiientication)

1 Prevents any online Attack (like XSS) or keyloggers trying to interfere with the
Webrequests of the Online Applicatién Secure Lockdown)

1 Educates about the Security Policies of the Online BugineGAR
Window, Security Policies)

1 Shows all unknown apdtential malicious Software/Applications that run on
your computerA Safe&Secure Mode)
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232

Scenario 1: Website is secured with the TrustDefender Enterprise Server (Client /

Server Protection)

Step 1. Open a new Webrowser and go tottp://www.trustdefender.com

Note: You should see that the oraiugs

i n

ALK LS

the Tray Bar i

Button on the left hand side of the Ment

USER LOGIN

News | Press

O .
he

strat

{ Live Demonstration

a. You should not automatically seeShte&Secureanwindow
comirg up, scanning your computer.

|". Safe Secure Mode

Inspecting Cornputer... 31%

Cencel J

Step 3.  TrustDefender will now automatically check the security policies on
your computer and will automatically forward you to the login form if
everything is fine. If your computer does not comyl security policies,
youol | get an information
which may look similar to this:

= TrusiDefender Security Verification - Windows Internet Explorer

@.\— - |g, http:/ftes trustdefender . com/ TESfclient ftrustdef "‘ 4

T I@TrustDEfendarSE(urityVariﬁ[atinnI I G- B8

@ | X

= b page - _{:;'Tgo\s < @' ] @ ke

TrustDefender - Security Verification

!
A Your Antivirus Scanner (AVG 7.5.446) is disabled!
To solve the problem:

» Enable your Antivirus Scanner. Please refer to the Help Section of your Antivirus
Vendor for more details, or

s Check the Computer again, or
» Simply login at your own risk (what does that mean?)

@ You have software running on your computer that could not be verified.

Such software is classified as potentially malicious. It may be UNSAFE to log in from your
computer.

To solve the problem:

# Please close all unnessecary software and recheck again, or

» Let TrustDefender take care of it by clicking on the following link: Automatically
close all unknown Software, or

« Simply login at your own risk (what does that mean?)

Proceed to login

Done

(8 € mternet , 100%

messagdge

f
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Step 4.

|l f you click on oOProceed

form with a notice that you knowingly acceptedttieation

Step 5.

0On Demand Endpoint Secu
@; - @ s i om_logindsi 1o=santasoft v |47/ X | [
- v [heaee - ek - @ @ & B

w o [Qmsmefender-Onnemsndzndpmntsﬁuvity ] ‘ -

Home -

@TRUSTDEFENDER -

On Demand Endpoint Security

NEWSFLASH

Read our latest Press release
“Internet fraud can only be
stopped if banks and consumers.
collaborats

MAIN MENU TRUSTDEFENDER 2X2 FACTOR LOGIN

Home Welcome to the TrustDefender 2x2 factor Authentication Login. It is the only available two factor Authentication that
provides two factors for both endpoints (Enduser and Website).

Solution Once setup, itwill show you a persenalized Login-Form even before you enter your Usemame/Password (2 factor
T ?r;(r:ﬂuaer Additionally it will prevent Attackers wha stole your usemame and passward from logging into the
For Home Users
For Banks Welcome to the new TrustDefender Login. Your usemarne will now be assodated to your TrustDefender
For Oniine Business Installation

B This will enable your personalized Login FOrm so that you know you are on the right server even before you
Support enter your Usernarme and Password.
= And it will tell us whether its really you! Even if someone uses your Usemame and Password, he could not log
Aboutus e
News | Press
GapXehange @ Your Computer does NOT comply to our security policies. You are allowed
10 login, but we may perform additional risk-based authentication steps.
Live Demonstration
Usemame Password
usER LoGIN
Username
Remember me [
Password

Password Reminder
No account yel? Create one

I™ Remember me
Login

Password Reminder?
No aceount yet? Create one

secured by
TrustDefender

Home | Solution | Where to buy | For Home Users | For Banks | For Online Business | Support | About us | News | Press
Copyright 2005 Symbiotic Technologies Pty Ltd ABN 72 117 977 410. Allrights reserved

(@ € mntemet 00 v

Once logged in, you caemoosea picture that relates to you personally

t

0]

and select it. This picture will from now on be displayed on the page _before
put in your credentials. See the following screenshots:

you

e [‘ NS = e e e e [ I i v [sbpage - ook - @ @ I Br
A
Home
b wewsriasn
@TRUSTDEFENDER 87 P —
o “Internet fraud can only be
- . stopped if banks and consumers:
On Demand Endpoint Security colaborate” here.
T Welcome to the TrustDefender 2x2 factor Authentication Lagin. Itis the only available
. two factor Authentication that provides two factors for both endpoints (Enduser and
Solution Website).
Whers to buy Once setup, it will show you a personalized Login-Farm even befare you enter your
Username/Password (2 factor for the User). Additionally it will prevent Attackers who
For Home Users stole your username and password from logging into the system.
For Banks @
For Online Business Yfour Computer does NOT comply to our security policies. You are allowed
tolog in, but we may perform additional risk-based authentication steps.
Support
About us 1
News |/ Press Username Password
GapXchange
e Demonstrsion [N
Password Reminder
No account yet? Create one
Username

v

(3 @ Internet H00% <
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3 Introduction / How TrustDefender
WOorks

10
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4 Features

TrustDefender is a true online security solution and offers many features missing from
traditional Antivirus products. It allowsteong security chain including the online
service (e.g. bank) and your computer. Furthermore the Safe&Secure Mode with its
white listingapproactiills the Gap that is left open by existewyritysolutions in the

market today.

UIDE

4.1 Free Edition vs. Gold Ed

The followingmatrix compares thesétures of the Free and the Gold Edition of

TrustDefender.

Free Edition Gold Edition

GAP Protection

- GAP Window
- Secure Lockdown
- Safe & Secure Mode

Website Protection

- GAP Window
- Secure Lockdown
- Safe & Secuiode

Secure Favorites

Built-in Banking Protection

Advanced Privacy Features

Auto Safe&Secure Mode

11
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TrustedSurfing Database

Auto Community Approval

4.2 GAP Protection

GAP is an acronym for oGuaranteed Au
complete security potection for one particulawebsite. T h e o0Guarant
Aut hentication Programé (GAP) Mode i s

provides a means to unambiguously identityeihserviceorovider (e.g. online bank)
and enables the 0Secure Lockdownod of a

We lave two different types of Web Protections:

- The ooffi ci aldodgom@iged by ®nlinetSereides whioh have
submitted their Web Protection Profile and maintain it.

- The Website Protectiahthis is a list of online services that are maintained
eithe from the Community itself or from TrustDefender.

Depending on theolicies used, TrustDefender will activate the Safe&Secure Mode
( s ee cShfegfdcieer Madi®Once the GAP Protection has been activated,
youdll see the following dialog in the

Figure6 - GAP Window

Please note that this dialog box is partly transparent to prevent
spoofing.

As long ashis window is open, you can be assured that TrustDefender is protecting
the current online transaction as follow:

12



