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1 Introduction  

1.1  Overview  

TrustDefender is a security software that will analyze all outgoing internet 
transmissions on your computer. With its GAP Protection (Guaranteed Authentication 
Program) TrustDefender is able to guarantee the Authenticity of Web-Servers . Once 
the GAP Protection Mode can be established, TrustDefender will automatically 
activate the "Secure Lockdown" ð a framework of checks to evaluate whether your 
computer complies with the Security Policies defined by the Online Business. Together 
with the Safe&Secure Mode, the Website GAP Policies and the Two Factor 
Authentication, TrustDefender is the only complete On Demand Endpoint Security 
Solution available on the market today ð one that truly integrates both ends of the 
connection (Userõs PC and Web server) into a security chain to protect the end user at 
home as well as the online business. 

TrustDefender has been proven to be a general solution against threats like Phishing, 
Pharming, Trojan/Virus/Malware and Keylogger Attacks and also for online injection 
attacks like XSS. 

1.2  Supported Platforms  

The TrustDefender Client runs on all major Microsoft Operating Systems: 

¶ WindowsÊ NT 

¶ Microsoft WindowsÊ 98/98 Second edition 

¶ WindowsÊ ME 

¶ WindowsÊ XP Home Edition/Professional SP1 and SP2 

¶ WindowsÊ 2000 

¶ WindowsÊ Vista 

1.2.1  Platform Roadmap  

¶ MacOS 
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¶ Linux 

¶ Symbian 

1.2.2  Hardware  

¶ Intel Pentium 3 or above 

¶ All platforms running Windows 

Browser Note: TrustDefender software operates independently of  the Browsers 
giving greater flexibility, application to meet varying customer requirements and 
security 

Therefore operating with but not limited to: 

¶ MicrosoftÊ IE  

¶ Netscape 

¶ AOL 

¶ Firefox 

¶ Opera 
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2 In stallation  

2.1  Software Installation  

The Installation of the TrustDefender Client Software should be straightforward. The 
Software itself is just a 1.3 MByte Download. 

Please follow the installation instructions and TrustDefender will automatically be 
installed on your machine. 

Note: The TrustDefender Installation will need Administrator 
Privileges to run. However only restricted user privileges are 
needed to run the software. 

There is no need to restart Windows after Installation; however you should close all 
open Web browser Windows. 

2.2  First Time Startup of TrustDefender  

After the Installation, you should see the orange TrustDefender Logo in the System 
Tray on the lower right corner of your screen. 

TrustDefender will need to configure itself during the first startup of the software. 

In the first dialog, you can choose the TrustDefender License. For a complete 
comparison of the different Editions, please refer to Chapter òFree Edition vs. Gold 
Editionó. 

Chapter  
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2.2.1  License Choose Wizard  

 

Figure 1 - License Choose Wizard 

After choosing the TrustDefender Gold-Edition, youõll have to enter your License 
details. Please enter the Name and License Key that you have obtained either on your 
CD or via email from the Online Shop. 

 

Figure 2 - License Key Dialog 

In case you want to try TrustDefender for 21 days, just click on the òEvaluation 
Versionó Button. 

2.2.2  Tutorial  

TrustDefender will show a short tutorial during startup. Please take a minute and read 
through the different pages. Use the buttons òBackó and òNextó for navigation. If you 
do not wish to see the tutorial again, please check the box òDonõt show this page 
againó. 

Note: You can always reactivate the tutorial from the Preferences 
Menu at a later stage. 
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Figure 3 - Tutorial 

2.2.3  TrustDefender Login  

If you havenõt done so, it is highly recommended to register as a TrustDefender User 
on our website at http://www.trustdefender.com. You can use the same Username 
and Password for the TrustDefender Software. 

 

Figure 4 - TrustDefender Login 

If you do not wish to use this feature, just click on òDisable this Featureó and click on 
òSign Inó. This will disable this feature and you wonõt be asked again. 

  

http://www.trustdefender.com/
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2.2.4  TrustDefender Evaluation Message  

If you have an evaluation license of TrustDefender, you will be notified of the period 
during the startup of the software. 

¶ Leave Feedback ð Allows the user to leave feedback in respect to their user 
experience and make suggestions. 

¶ Upgrade to Gold Edition ð Allows the user to upgrade their evaluation 
edition to the Gold Edition. 

¶ Continue ðAllows the user to continue to use the evaluation edition of 
TrustDefender. 

 

Figure 5 - TrustDefender License Information Dialog 

2.3  Quick start / Walkthrough  

For the impatient reader, the Quick Start will walk you through the main features of 
the software. 

2.3.1  Scenario 2: Cl ient only protection  

To see the various features of TrustDefender in action, please go through this live-
demonstration. 

Step 1. Open a new Web browser and go to http://www.macquarie.com.au 

Step 2. Click on Login Ą Personal on the right hand side of the screen. 

 

o You'll see the GAP Window appear in the lower right corner 
of your Screen. 

o At the same time, TrustDefender will activate the 
Safe&Secure Mode to check the Authenticity of all running 
applications and programs. 

o Once the GAP Window is activated, the Secure Lockdown 
will also be activated. 

http://www.macquarie.com.au/
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Step 3. The Login Screen for the Internet Banking Application appears. 
Before you actually submit any info, click on the òShow GAP Infoó Button of 
the GAP window 

 

Step 4. You can now safely log in (we skip this part in the demonstration). 

Step 5. To see that TrustDefender will only allow Web requests belonging to 
Macquarie Bank, please open another browser window, and 

Step 6. Go to e.g. http://www.google.com and you should see a window of 
TrustDefender telling you that he has blocked the Request 

 

Step 7. Click on òFinish Secure Lockdownó to end the Secure Lockdown 
Situation and refresh the Request to Google and you should see the Google 
homepage. 

 

We have seen in this little demonstration how TrustDefender 

¶ Shows you that you are really where you want to be (Ą Authentication) 

¶ Prevents any online Attack (like XSS) or keyloggers trying to interfere with the 

Webrequests of the Online Application. (Ą Secure Lockdown) 

¶ Educates about the Security Policies of the Online Business (Ą GAP 
Window, Security Policies) 

¶ Shows all unknown and potential malicious Software/Applications that run on 

your computer. (Ą Safe&Secure Mode) 

o Whenever the Secure Lockdown Situation is terminated, all 
Internet Requests are allowed again. 

o During the Secure Lockdown Situation, TrustDefender will 
only allow Web requests that belong to the Application of 
the GAP Participant (Westpac Bank in this case) 

o The "Show GAP Info" provides further evidence and 
business information to assure that you are connected to 
the correct site. 

o The "Security Policies" Tab further educates about the 
Internet Security Policy. 

 

http://www.google.com/
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2.3.2  Scenario 1: Website is secured with the TrustDefender Enterprise Server (Client / 

Server Protection)  

Step 1. Open a new Web browser and go to http://www.trustdefender.com. 
 

Note: You should see that the orange icon 
in the Tray Bar is òpumpingó. 

Step 2. Click on the òLive Demonstrationó 
Button on the left hand side of the Menu. 

a. You should not automatically see the Safe&Secure scan window 
coming up, scanning your computer. 

 

 

Step 3. TrustDefender will now automatically check the security policies on 
your computer and will automatically forward you to the login form if 
everything is fine. If your computer does not comply to all security policies, 
youõll get an information message from the TrustDefender Enterprise Server 
which may look similar to this: 

 

http://www.trustdefender.com/
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Step 4. If you click on òProceed to loginó, youõll be forwarded to the login 
form with a notice that you knowingly accepted the verification 

 

Step 5. Once logged in, you can choose a picture that relates to you personally 
and select it. This picture will from now on be displayed on the page _before_ 
you put in your credentials. See the following screenshots: 
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3 Introduction / How  TrustDefender 

works  
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4 Features  

TrustDefender is a true online security solution and offers many features missing from 
traditional Antivirus products. It allows a strong security chain including the online 
service (e.g. bank) and your computer. Furthermore the Safe&Secure Mode with its 
white listing approach fills the Gap that is left open by existing security solutions in the 
market today.  

4.1  Free Edition vs. Gold Ed ition  

The following matrix compares the features of the Free and the Gold Edition of 
TrustDefender. 

 Free Edition Gold Edition 

GAP Protection 

- GAP Window 
- Secure Lockdown 
- Safe & Secure Mode 

  

Website Protection 

- GAP Window 
- Secure Lockdown 
- Safe & Secure Mode 

  

Secure Favorites 

  

Built -in Banking Protection 

  

Advanced Privacy Features 

  

Auto Safe&Secure Mode 

  

Chapter  
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TrustedSurfing Database 

  

Auto Community Approval 

              

 

4.2  GAP Protection  

GAP is an acronym for òGuaranteed Authentication Profileó and stands for a 
complete security protection for one particular website. The òGuaranteed 
Authentication Programó (GAP) Mode is part of the TrustDefender software and 
provides a means to unambiguously identify the web service provider (e.g. online bank) 
and enables the òSecure Lockdownó of a userõs computer described later. 

We have two different types of Web Protections: 

- The òofficialó GAP Protection ð comprised by Online Services which have 
submitted their Web Protection Profile and maintain it. 

- The Website Protection ð this is a list of online services that are maintained 
either from the Community itself or from TrustDefender. 

Depending on the policies used, TrustDefender will activate the Safe&Secure Mode 
(see chapter òSafe&Secure Modeó). Once the GAP Protection has been activated, 
youõll see the following dialog in the lower right corner of your screen. 

 

Figure 6 - GAP Window 

Please note that this dialog box is partly transparent to prevent 
spoofing. 
 

As long as this window is open, you can be assured that TrustDefender is protecting 
the current online transaction as follow: 

 


