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Executive Summary

TrustDefender is an edemand endpoint security solution that provides an online transaction security
solutontomed G KS y S SiRern2tTiser$ @Heekp@aaa effectiveprotection of their identity
and confidential information.

Malware sophistication has evolved heavily over the last couple of months. This is mainly due to the
reactive approach of existing seayrsystems. Why should the fraudsters go through the hassle of
developing kernel drivers if the only thing they have to do ikgepchandng the files a little to defeat
signature based Scannersfaditional Antivirus Engines only protect you againsivikm files and their
heuristic engines are somewhat limited. Recent malware distribution methods even incltttie-fy

EXE packing to always deliver new executables.

But recently, more and more Rootkit techniques have been introduced and new, sophidticateare
is using these methods to get installsitentlyand do their nasty work on a kernel level. Now this poses
a big threat as

1 itis very hard to detect these threats in the first instance and
1 much, much harder to remove these threats (as we @il kter).

There is even quite a big philosophical discussion whether sophisticated Rootkits are detectable at all!

These developments have driven the need for a solution that can effectively protect systems against
kernel based attacksthis lead to theRS @St 2 LIYSy i 2F {(G(KS WYSNySt C2N
TrustDefender laboratories in early 2007. The basic idea is that every Trojan, Rootkit or just a simple
change to the system will leave traces and just like in the real world, forensics analystsyipawerful

tool to see what has happened.

We will provide an overview of th#ernel Forensiosapabilities of TrustDefendén this report together
with a walkthrough othis new technology in actionsing the two of the most recent, most horrifying
pieces of malware as an example:
T ¢NBa2ly {AfSyi(ol y{BakhgimSieieahd YI yiSO .f23 W
1 Master Boot Record (MBR) Virus (See -Rudtkit B2 ISecdrity Flaw in Vista and XP, Rootkit
exploit in the wild} y Rteatthy MBR rootk®

We will demonstratein detail howthe Consumer Edition dfrustDefen@r protectsyour identity against
these two threatsWe will also showasean EnterpriseEditionintegrationof the TrustDefendewith a
fictional online bankgmyBanl. This will allow you t@xperience thedbok and feelQf your financial
institutionsimplementedthe TrustDefendesolution.
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1 Kernel Forensics Engine z An Overview

The TrustDefender Client Software with its Safe&Secure Mode can verify the authentigityoatied
componentsé 2 Ay R2g4& 9ESOdzilof §2y | ¥ &% RdzfdSEHS iBefa®aaoi SY
effective measure against all kinds of viruses, Trojans and other malWakgever this approach is

limited to malware that operate ini KS dza SNJ & LJ OS eralihgBytansvetduyeRtQ0 2 F
malware operates in userland, but we ar@ow seeing an increasing number of malwarxploiting the

windows kernel, making detection and removal of them difficult.

The Kernel Forensics Engine is an important addition to trenat®of the TrustDefender Protection &s i

extensi KS STFFSOGAOBS dzaSNIFYR LINRPGSOUAR2Y G2 GKS 1SNy
GSNAFe (GKS {SOdz2NRARGe | St Hefor&anyciedleitifls ateFentdred dealiSeNa O2
transactiors are made.

So why do we call thisa Kernel Forensics Engine and rem Anti-Rootkit? Well, first of all, the
TrustDefendeiKernel Forensics Engimaetuallyincludes a kernel mode Rootkit Scanner and secoibdly
was designed to be a more general approagtsolve any Windows Kernel modifications and not just
rootkits. In addition, operating on the Windows Kernel Level is faced with a few challenges:

f You cannot rely on anything. Even a l@wel harddisk read could Bdooked? 0 2 NJ GyLJ2 2 F SR
the malware. Thepresented MBR Rootkit is a good example for this as it will hook the Disk
Driver to always return a clean copy of the MBR and not the realwbpy queried.

1 Kernel Based Malware cannot be removed easily. It is virtually impossidkdete or wipe the
maliciousfile as it may bdocked and protected at thkernel level. The Trojan.Silentbanker is a
perfectexampleof this.

1 A kernel mode malware may explaibhd modify anumber ofareas on a system.usk like in the
real world it is impossible to infect &ernel and to changaystemsettings without leaving
traces.Forensics is the key to uncovering these modifications made by the malware.

1 In most cases a complete reinstallation is the only way to clean a system.

1.1 The TrustDefender Approach

The TrustDefendeKernel Forensics Engine was designed with the reasons stated above in mind,
meaning that we focus on detectirgyspicious behaviour and alerting the user and/or the online bank

Fa LINIO 2F GKS ay2N)YI2idz R2S/QuiNJIdaoedrSiorbpoperi@dmdtal S O1 ¢
extra software; this technology is a standard inclusion within TrustDefender”.

The Kernel Forensics Engine consists of the following components:

9 Detection of hidden applicationt/g¢erland Rootkit Scanner)
1 Detection of hidden kernel drers Kernel Rootkit Scanner)
91 Detection of hooked ServiceDescriptorTable

! Antivirus scanners without Rootkit Detection ability are going to be very limitelkin éffectiveness.
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91 Detection of hooked native GDI APIs in Shadow ServiceDescriptorTable
91 Detection of hooked Import Address Table
9 Detection of hooked kernel Drivers

Unknown Applications  ||Security Status |Kerne| Forensics |Known Applications | User Allowed Applications

Status

Checking Hidden Kernel Drivers [s]4
Checking 550T Hooks Patential malicious hook Found!!! Please check details below,
Checking GDI SSOT Hooks Ok
Checking IAT Hooks Ok
Checking Kernel Driver Hooks [s]'4

Kernel Forensics Details

Ori
rhvers Type Filenamme

© Hidden Drivers Eoriver \SystemRoot)system3Z\DRIVER Slusbhub, sys
(O 14T Hoaks Eloriver \SystemRoatsystem32|DRIVER S\HSF_CNXT sys
(@ == Eoriver \SystemRoot)system32\DRIVER SIHSF_DPY svs
{0 =D 5507 Eloriver WINDOWSsystemIZ KDCOM, DLL

{0 kernel Driver Hooks -

Enable Kernel Forensics e

Re-5can Computer |

For all technical Details, @ee refer to the TrustDefender Technical Whitepaper available at
www.trustdefender.conor by email frominfo@trustdefender.com
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2 How TrustDefender protects i ts customers using two recent kernel
based Trojans as an example

CKA& aSOGA2y gAfft IAGS @2dz 'y AyaAaIHKeinkealdgvorld KS LINE
scenarios using two of the nastiest Trojgmesently in the wild.

First of all, we have th stealthy Master Boot Record (MBRirus that modifies the MBR and can be
activebefore any operating system is actually loaded. This enables the malware haégery cep in
GKS &deaidSY IyR Yzad 2F (G2RlIeé&Qa WYGANR2G]IAG {OFyyS

The second example is ti&lentbankerTrojanwhich has gained quite a high public profile as it works
againstY2 N8B (GKIFy nnn RAFTFSNByG olyla G2 adSrt Odadz2y
banking transactions. It is even reported to bresdphisticated Two Factor Authentication Hardware

devices.

2.1 Stealthy Master Boot Record (MBR) virus

The team of GMER has written an excellent write up on the issue together with a detadegtn
analysis. Please refer to theirite-up.

From the writeup:

At the end of 2007 stealth MBR rootkit was discovered by MR Team members (thanks to Tammy
& MJ) and it looks like this way of affecting NT systems could be more common in near future if
MBR stays unprotected.

"Good points" of being MBR rootkit:

9 full control of machine boot processde is executed before the OS starts

9 rootkit does not need a filecode could exists in some sectors of the disk and it cannot
be deleted as a usual file

9 rootkit does not need anggistry entry because it is loaded by MBR code

1 to hide itself, rootkit needs to control only a few sectors of the disk

In short, the Trojan will perform the following tasks:

1 Write the malicious kernel driver to the last sector of the disk and then riesdéector 0 (MBR
Rootkit loader), sector 61 (kernel part of the loader) and sector 62 (copy of original MBR)

9 During Startup, the MBR Rootkit loader will hook the system and load the malikeous
driverloader from sector 61.

1 The kernel loader will novoad the kernel driver into the memory to execute it.

T LG o6Aff K221 RA&]l O00Saa (2 NBGdANYy Ffglea GKS
check.

1 Finally the malicious kernel driver will be loaded. This kernel driver is responsible for altkhetwo
communication and other functionalities.
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2.1.1 MBR Trojan walkthrough

2.1.1.1 Installation

Simply by executing the Trojan, will silentg instalied. No warning, no other suspicious activity is
detected and the system behaves as normap until the next reboot.

We check with process explorer to see that no suspicious software is running. However when we check
our network sniffer, we can see lots of suspicious network communication that comes from the kernel
driver. This way it can also circumvent any HIPS systemet as firewallsihat try to alert you if an
Gdzy1y26yé az2Fdol NBE NBljdzSada GKS AyaSNyYySi Fa GKAA

Note: Despite the fact that this Trojan is more than 4 weeks old, the involved websites are still up and
running which is why e had to blur the network addresses.

& Windows XP fresh - Microsoft Yirtual PC 2007

Click to play Screen
Capture movie with Sound

TrustDefendeKernel Forensics Page7 © 2007 Symbiotic Technologies Pty Ltd
Author: Andreas Baumhof Web: www.trustdefender.com


http://www.trustdefender.com/movies/kernel_forensics_engine/mbr-part1/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/mbr-part1/play.html

TRUSTDEFENDERKERNELFORENSICENGINE

2.1.1.2 Undetectable

b2¢g GKIG 6S KIFI@S 'y AYyFSOGSR aeadSysz &2dz Oy GNE
application that you can find. No one was able to pick up the malware. We picked RootkitUnhooker (the
guys behind it have been recently bought by Microsoft) and Norton Antibot. Ndcimse activity is

detected byeither of them. The system is clean (accordimghe applications).

& Windows XP fresh - Microsoft Virtual PC 2007
Action Tde CD Frppy Mol

B rie Acon Setny Langusgn Tocks Heb
SI0T | Shadow SSOT | Processes | Ovivers | Steakth Code | Fles | Code Hooks | Raport

Sarvice Name Woo... L Modkde
NAcoptCornactPort QUOB26601  CL\WINDOWS\systaonXz\toshed, axe
MeAccossChack OuBOSTOMP  C\WINDOWS\systomZ\oskrrd, exe
MAccosyhch Anddude Al OBOSTHIE  CAWINDOWS systemd2\toshind, oxe
NACCOINHBY Type (OBICRNC  CI\WINDOWS\systomdZ\toshind, oxe
AR By TypedrddudeAlum WOMTT  CIWINGO 2 o0
NAccassThackBy Typaflasublnt 06 MON0 I \WINCOWS\systeniZ\rtoshird, exe
Ao 4 CIYWINDOWS\systom 32\t oshird, exe
NGOk Dy TypeRl et AndAude OUBGIONE  CI{WINDOWS sy stemaZ\reoshrry. oxe
NeAddAtom OABNALC  CIIWINOOWS sy stomdZ\reoshird. axe
Addtootintry OuBOATSED  CH\WINDOW S systemd2\reoshiri, exe
NAdNsGetga T chon 7 CHWINDOWS Artosherd. eve
ARAdNPYIvbeges Tokan OROSO8Y9  CIWINDOWS systamdz\roshind. axe
NehdartRonma Theoad DEOGEALC  Cj\WINDOWStsystemi2\neoshirl. oxe
Al Tivend OBOENAOC  CI\WINDOWSsystomI2\eoshrrd. oxn
OeDOSPOBAE  CIWINDOWS\systomdZytoshird exe
0GISAIF  CI\WINCOWS\systamazintoshred. axe
OBOSYB01  CAWINDOWSisystondz\roshrrd. oxe
uBOBATYT  CIWINOOWS\systom3Z\ntoshird. oxe
OOSDAND  CI\WINOOWS\systomZirkoshird, exe
OuBOBASAT  CI\WINDOWS systomI2yeoshinl. oxe
OuBOMEING  CHWINDOWS\systam)Z\reoskird. oxe
OUIOGATIAT  CAWINDOWS\tystaesXintoshrd, exe
QeBOACHCAZ  CIWINDOWSsystami2\ntoshind, exe
QB CAWINDOWS\systam 12\ rtoshird exe .
NCloatvert ORI CIWINOOWS\systamdZyRoshrr) exm Click to Qla}{ Screen
NChose OPE93I060  Ci\vogram Fles|SymanteciNorton AntBot\ag.
MO0t et AL OBB0MT  CI\WINDOWS\systomIZintoshird. axe

Moo DUORST € \WDNOOWSapRmadziecshir ovn Capture movie with Sound

Untook ALL ][ WMWMJ' S ]l Cose ]
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2.1.1.3 How TrustDefender protects the user ¢ Consumer Edition

As described in chapter 1, TrustDefender has implemented a number of fodexks to make sure
that any anomalies will be picked up.

Once a customer of the TrustDefender Gold Edition (Consumer Version) runs a Safe&Secure Mode scan,
all running applications (including kernel drivers) wilMad¢idated As this particular Trojaroatrols the
computer and the hardirive before even the Operating System is started, it tries to hide its presence
and leave no traces about its presence. But the power of the Kernel Forensics Engine becomes clear as it
will detect the modification to thé&ernel Disk Driver.

Now that the customer is alerted, he will be redirected to a page with additional information (not

shown) and he can bring his computer to a technician to fix it. In this particular case, the recovery
console (from the windows disks) @ui 0SS 0622 0SR (2 NBaidi2NB GKS al adsSh
command.

B Windows XP fresh - Microsoft Yirtual PC 2007
Aot €D Phgpy el

Urbromn Applcations Securty Status  Kernel forenscs  Snomn Ajpkcations  User Alowed Agphcations

Chaching Mdden Kaenel Drivers
Chadhing S30T MHooks Potantial makoous hook found! 11 Messe ched, detals below
Chaching GO1 530 Hocks Potantial makcions hook found || Flease chack detals bekow
Chadhing AT Mooks o

Chanching Kerewl Detvr Hooks Mabcionss Knvral hook found! 1) Paase chack detads bekw

O trivers

tyoe. Plecrn
O Heddan Drivers

;a]uuC Pock \Device\Dwh (62031410)

O 1AT Mocks
O s
O wtssor

(@ Kerned Oriver Mocks

Click to play Screen
Capture movie with Sound

7] Enable Lernel Forensics Ro-Scan Comgrter

B oo b Sace Mode L S T

2.1.1.4 How TrustDefender protects the user ¢ Enterprise Edition

The real power of the TrtiBefender Solution is visible if a website provider (€igancial Institutions
Banks, Credit UnionstcX 0 A YLX SYSyda (GKS ¢NHzZZG5SFSYRSNI 9y G SNLN
rules and policies based on the Security Health State of the ClientpuZer.

We will use oufictionalRSY 2 y & i NI (0 Bl2yy] D I H2INJWivkeA & SEF YLX S YR | &
TrustDefender Features including the Quiet Mode (i.e. no user interaction) still applies. As you can see,

the bank can activate special secyriteatures based on the Security Health Stafethe remote

computer ¢ before any confidential user information igntered or a fraudulent transaction is
performed.In this case, certain areas of the online banking application wdklbaredand the passwrd

will be automatically reset after the transaction.

You can also see the sophisticated firewall feature as TrustDefender will automatically block all internet
request that do not belong to the specified website.
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This way the customer is protected ancetthreat mitigated even withouevenremoving the Trojan
from the consumers computgas this may be impossible at that time). This can be accomplished thanks
to the fact that both endpoints araow part of one strong security chain.

& Windows XP fresh - Microsoft Yirtual PC 2007
Ao B CD Peppy  Hel

2 my Dank - Action Required - Microsoft Internet Explorer

Mo EM Yew Pavortes  Took el

Qo - W @) TN e U reres £) el I3

) 12t e trustded eoder  comfirybank) v o

Sy panninernnet odannmg " - ;m ) I

o Please 1og in using "guest™ as usemame snd “guest” 4o password

ToustDetondor Secanity Verlfication Resuls

@hunu‘own;lm dobectod & malcious MoeAcation of your wandows keinel Your computer s not safe for intornet

vanking t‘

For yuut own safaly,pheasedo notlogn and gel your compuler repared

N you chooue 20 proceadwe will 1ake sadilonal security messures SN0 readnicd Sccend 0 Comiin areas aig you wi by
A5k0d 10 Change YOour password sftor 1he ransaction

Logh Click to play Screen
| Enter your Usemame This semsix) it Vewifiad by TrustDeforo for Capture movie with Sound

2. Enter your Password

| Login ]

@) Core

W de C

2.2 Trojan.Silentbanker

Symantec provides an excellemtite-up about this Trojan. According to this report, Silentbanker targets
over 400 banks worldwide and is able to circumvent two factor authentication. To quote the author:

GThe scale andophistication of this emerging banking Trojan is worrying, even for someone
who ses banking Trojans on a daily bagis.

G¢KS oAfAGE 27F G40ihamiddisBtt@dksyon Vel tradkadtiing iBlvhat ¥s| y
most worrying. The Trojan can intercept transactions that requirefagtor authentication. It

can then silently charegthe usefentered destination bank account details to the attacker's
account details instead. Of course the Trojan ensures that the user does not notice this change
by presenting the user with the details they expect to see, while all the time sendingrthéhe
FGdr Ol SNHa RSiGlIAfTa AyaidSIRe {AyOS (KS dzaSNJ R2S
they will enter the second authentication password, in effect handing over their money to the
attackers. The Trojan intercepts all of this traffic befib is encrypted, so even if the transaction
takes place over SSL the attack is still valid. Unfortunately, we were unable to reproduce exactly
such a transaction in the lab. However, through analysis of the Trojan's code it can be seen that
thisfeatureA & | @F Af 1 ofS G2 GKS | GdlF O SNA ®¢
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2.2.1 Trojan.Silentbanker Walkthrough

2.2.1.1 Installation

The Trojan gets installed simply thye user unwittinglyclicking on the executable. Please note that the
executable will be removed from the harddrive straight away to avoieat@n. We use a login t&
financial institutiond 2 & G NXA 33 SNE  (catrBspdRdngnéliciduls $oftware forithé Specified
website. Nothing suspicious is detected during the login procedure, however if we look at the network
traffic, we can se¢hat a kernel driver together with other information is downloaded!!!

Note: As this Trojan is still active, all Internet Addresses are blurred.

& Wicrdows X8 fresh - Mucrosolt Virtual PC 2007

Mo Lt Yew Favortes Took Melp

3 ¥ s rodders  [T11]+

e ) CIDocUments and Settings| andress Deshtop slertbankar

File aend Folder Tasks L)

', Mabe & newe Fokder

' Puldedy this okdar to
the Wels

bt Sharn thw Tokder

Dther Maces

[ Owitep
CY My Documents

L) Shwed Documarts - Click to play Screen

; My Computer

& My Notvrk Blaced Capture novie with Sound
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2.2.1.2 TrustDefender protects the user ¢ Consumer Edition

l'a @2dz gAff aSSyT GKA& LI NIGAOMz I NJ ¢ NP anchaptérd.l y24 | &
| 26 SOSNI AG SyLX 2ea w2201A0 (GSOKyAldzSa (2 @&KARS¢
case there is an instance of the Internet Explorer hidden in memory. This is a typical technigque to make
undetected Internet RequestsVe also see one malicious kernel Driver. Furthermore the Kernel
Forensics Engine will show that no special kernel IRbdechniques are used. So altogether
TrustDefender has detailed view of the Security State. #ecurith healthcheck afterthe system is
NE6220GSR oAttt faz2 NBASIHE | &dzaLIAOA2dza 1 SNYy St RNA

The interesting part of this Trojan is themoval,as it is virtually impossible to get rid of it.

Acton e O Pgpy Hel

B Lrdnovn Achcationn Seaurty Rotus Wernel formnscs  Known Acplcations  User Alowed Apphcations

Potential makcious Softwars 1unving on this comgater ! | Saned aronmmous K60 to chack List

Process Catogory. Preductiiome Company Hawn. Hash
Ehomont ox Mawive  Mdden (Rootke) e (Hootdd)

(Eoncrv.sys (sec.., Uebrown

Eyehost axe Mabuwe  Haden (Roothit) M (Reotin)

by

J ) Click to play Screen
" Choch Ceputor Mg ) ( Closaactod rogms ) | ) Capture movie with Sound

V. start & ihwibian

2.2.1.3 Undeletable Files

As we will see in this section, thparticular file or the mrmEE=EmmT="
I

=loix|
Al-

| |58 @ e G- @8 0>
able to delete it, if you restart the machine in safe mode 'w&c:;gTeTL e =1
is not deletable and even if you use special-antitkit tools |
G2 RSESGS GKS FAESYT AG &k fofenibhoaXoddf e NBI LILISEF NI F FGSN
to look up tek50sys in google. No resultSo what is a |7~

layperson supposed to do her@Pe answer is: nothing. T o ey

1D2008 Gaogle - Google Home - Advedising Programs - Business Solutions - Aboul Goagle

=

This computer needs to be fixed by a professional. o[ e L
However the only way to provide a safe and secure way to perform internet transactions is by
enhancing the web serverQ abilities to prevent this malicious code from interacting with the
online session. This is demonstrated in the next section.
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Requeted achion it rot avadatie for the obect
Accon 1o the lle has bese dorsed

Click to play Screen
Capture movie with Sound

2.2.1.4 TrustDefender protects the user ¢ Enterprise Edition

2SS | 3FAY dzAS 2dzNJ RSY2yaA0UNX A2y 2yEAYyS o0lyl WYeoly
solution. Again we see the quiet mode (no user interaction) and how the backend systems can verify the
Security He f 6 K {GFGS 2F (GKS dzaSNX® 2SS &SS | ydzyoSNI 2¥ R
FLILX AOFGA2YyaQ | NB NHzyyAy3 2y (KA Defo@ang lclifidéndatb ¢ KS
information is submitted and the bank can also apply difféereules and policies. In this case special
Y2YAG2NRY 3 gAft 0SS OGAGFGSR YR (KS dzaSNDa LI aag

Also¢ NXz& (0 5 S F S-iyi Rré&msllkndll automizkidalty block all internet requests that do not belong to

the selected ihancial institution. Once the special protection mode is terminated, internet connectivity
is restored.

§ Windows XP fresh - Microsoft Virtual PC 2007 5 =1z x|
Action Edt (D Flopoy Melp

3 my Bank - Action Required - Microsofl Internet Explorer

Ple £ View Favortes Tooks Meb

Qe - 0 M 2] (h s Prraons @rets &) (3575 @
Ak s @8) betp:f v trustdefender. comfmybark v B
TiusDefender Security Verification Results

ﬁvom Anvirys Scanner(AVG AntkVirus systomiesdisabled Chick here 10 otes the problem

_!BVOU' Ardvrus Scanner(AVG Anti-Vieus systemis out-of dalelCick hare 10 sobve (he probiem

_&mur Firewall(NiA)isdisabled ClICK hege 1o 50ive the groblem

@You have known Malware Adware, Spywate or ather malicious So8ware running on your computer
1 ESUNSAFEL) 10g It te Bank from your computer Gk hire 10 $ohe the probler

Your computer tns hidden matware®Please donotlog in as lis unsafe

I1¥0U Choose 10 J0g In anyway,we will lake addibonal securty measures 10 prolect your icentity and we will automatically
rese! your password after your transaction All Transactons will be monitored with the highest priorty,

Login

1 Enter your Usemame Click to play Screen

Capture movie with Sound

|

This sesson & verfied by TrustDefendee for

my Bank ‘4 4
1oy Bark, Orlins Banking Dacro, Australs

T )

2. Enter your Password

TrustDefendeKernel Forensics Pagel3

© 2007 Symbiotic Technologies Pty Ltd
Author: Andreas Baumhof

Web: www.trustdefender.com


http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part3/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part3/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part4/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part4/play.html

TRUSTDEFENDERKERNELFORENSICENGINE

3 Conclusion

The general approach we havhosen for the TrustDefender Kernel Forensics Mode has paid off and
TrustDefender successfully protects the consumers and the online businesses (financial institutions)
against the most sophisticated threats yet.

Very important to note is that TrustDefendprotects the online business and the consumer from the
very first second; and not just after a pattern update.

As seen in the live demonstrations above, the problem can only be solved if the online business and the
dza SN a O2 Y Llzi SNJI | dNBng deguiitschaid ad hkrenfoyaliof the2hyfest is virtually
impossible. More sophisticated actions are needed to provide a safe platform for online transactions.
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