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Executive Summary  

TrustDefender is an on-demand endpoint security solution that provides an online transaction security 

solution to meeǘ ǘƘŜ ƴŜŜŘ ƻŦ ǘƻŘŀȅΩǎ internet users who expect an effective protection of their identity 

and confidential information. 

Malware sophistication has evolved heavily over the last couple of months. This is mainly due to the 

reactive approach of existing security systems. Why should the fraudsters go through the hassle of 

developing kernel drivers if the only thing they have to do is to keep changing the files a little to defeat 

signature based Scanners? Traditional Antivirus Engines only protect you against known files and their 

heuristic engines are somewhat limited. Recent malware distribution methods even include on-the-fly 

EXE packing to always deliver new executables. 

But recently, more and more Rootkit techniques have been introduced and new, sophisticated malware 

is using these methods to get installed silently and do their nasty work on a kernel level. Now this poses 

a big threat as  

¶ it is very hard to detect these threats in the first instance and  

¶ much, much harder to remove these threats (as we will see later). 

 

There is even quite a big philosophical discussion whether sophisticated Rootkits are detectable at all! 

 

These developments have driven the need for a solution that can effectively protect systems against 

kernel based attacks, this lead to the ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǘƘŜ ΨYŜǊƴŜƭ CƻǊŜƴǎƛŎǎ aƻŘŜ tǊƻƧŜŎǘΩ ŀǘ 

TrustDefender laboratories in early 2007. The basic idea is that every Trojan, Rootkit or just a simple 

change to the system will leave traces and just like in the real world, forensics analysis is a very powerful 

tool to see what has happened. 

We will provide an overview of the ΨKernel Forensics capabilities of TrustDefender in this report together 

with a walkthrough of this new technology in action using the two of the most recent, most horrifying 

pieces of malware as an example: 

¶ ¢ǊƻƧŀƴ {ƛƭŜƴǘōŀƴƪŜǊ όǎŜŜ {ȅƳŀƴǘŜŎ .ƭƻƎ ΨBanking in SilenceΩύ and 

¶ Master Boot Record (MBR) Virus (See Anti-Rootkit BlƻƎ ΨSecurity Flaw in Vista and XP, Rootkit 

exploit in the wildΩ ŀƴŘ ΨStealthy MBR rootkitΩ) 

 

We will demonstrate in detail how the Consumer Edition of TrustDefender protects your identity against 

these two threats. We will also showcase an Enterprise Edition integration of the TrustDefender with a 

fictional online bank, άmyBankέ. This will allow you to experience the Ψlook and feelΩ if your financial 

institutions implemented the TrustDefender solution. 

 

http://www.symantec.com/enterprise/security_response/weblog/2008/01/banking_in_silence.html
http://www.antirootkit.com/blog/2008/01/03/security-flaw-in-vista-and-xp-rootkit-exploit-in-the-wild/
http://www.antirootkit.com/blog/2008/01/03/security-flaw-in-vista-and-xp-rootkit-exploit-in-the-wild/
http://www.antirootkit.com/blog/2008/01/03/security-flaw-in-vista-and-xp-rootkit-exploit-in-the-wild/
http://www2.gmer.net/mbr/
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1 Kernel Forensics Engine ɀ An Overview  

The TrustDefender Client Software with its Safe&Secure Mode can verify the authenticity of all loaded 

components ό²ƛƴŘƻǿǎ 9ȄŜŎǳǘŀōƭŜǎ ŀƴŘ aƻŘǳƭŜǎ ό5[[Ωǎύ) ƻƴ ŀƴ ŜƴŘ ǳǎŜǊΩǎ ǎȅǎǘŜƳ. This is a very 

effective measure against all kinds of viruses, Trojans and other malware. However this approach is 

limited to malware that operate in ǘƘŜ ǳǎŜǊ ǎǇŀŎŜ όƻǊ ΨǳǎŜǊƭŀƴŘΩύ ƻŦ ǘƘŜ ƻperating system. Most current 

malware operates in userland, but we are now seeing an increasing number of malware exploiting the 

windows kernel, making detection and removal of them difficult. 

The Kernel Forensics Engine is an important addition to the arsenal of the TrustDefender Protection as it 

extends ǘƘŜ ŜŦŦŜŎǘƛǾŜ ǳǎŜǊƭŀƴŘ ǇǊƻǘŜŎǘƛƻƴ ǘƻ ǘƘŜ ƪŜǊƴŜƭΦ ¢Ǌǳǎǘ5ŜŦŜƴŘŜǊΩǎ ŀǇǇǊƻŀŎƘ Ƙŀǎ ŀƭǿŀȅǎ ōŜŜƴ ǘƻ 

ǾŜǊƛŦȅ ǘƘŜ {ŜŎǳǊƛǘȅ IŜŀƭǘƘ {ǘŀǘŜ ƻŦ ŀ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊ before any credentials are entered or online 

transactions are made. 

So why do we call this a Kernel Forensics Engine and not an Anti-Rootkit? Well, first of all, the 

TrustDefender Kernel Forensics Engine actually includes a kernel mode Rootkit Scanner and secondly it 

was designed to be a more general approach to solve any Windows Kernel modifications and not just 

rootkits. In addition, operating on the Windows Kernel Level is faced with a few challenges: 

¶ You cannot rely on anything. Even a low-level harddisk read could be ΨhookedΩ όƻǊ ǎǇƻƻŦŜŘύ by 

the malware. The presented MBR Rootkit is a good example for this as it will hook the Disk 

Driver to always return a clean copy of the MBR and not the real copy when queried. 

¶ Kernel Based Malware cannot be removed easily. It is virtually impossible to delete or wipe the 

malicious file as it may be locked and protected at the kernel level. The Trojan.Silentbanker is a 

perfect example of this. 

¶ A kernel mode malware may exploit and modify a number of areas on a system.  Just like in the 

real world, it is impossible to infect a kernel and to change system settings without leaving 

traces. Forensics is the key to uncovering these modifications made by the malware. 

¶ In most cases a complete reinstallation is the only way to clean a system. 

1.1 The TrustDefender Approach 

The TrustDefender Kernel Forensics Engine was designed with the reasons stated above in mind, 

meaning that we focus on detecting suspicious behaviour and alerting the user and/or the online bank 

ŀǎ ǇŀǊǘ ƻŦ ǘƘŜ άƴƻǊƳŀƭέ {ŜŎǳǊƛǘȅ IŜŀƭǘƘ /ƘŜŎƪΦ ¸ƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƻ ōǳȅ another component or install 

extra software; this technology is a standard inclusion within TrustDefender1.  

The Kernel Forensics Engine consists of the following components: 

¶ Detection of hidden applications (Userland Rootkit Scanner) 

¶ Detection of hidden kernel drivers (Kernel Rootkit Scanner) 

¶ Detection of hooked ServiceDescriptorTable 

                                                           
1
 Antivirus scanners without Rootkit Detection ability are going to be very limited in their effectiveness. 
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¶ Detection of hooked native GDI APIs in Shadow ServiceDescriptorTable 

¶ Detection of hooked Import Address Table 

¶ Detection of hooked kernel Drivers 
 
 
 
 

 
 

For all technical Details, please refer to the TrustDefender Technical Whitepaper available at 

www.trustdefender.com or by email from info@trustdefender.com. 

 

http://www.trustdefender.com/
mailto:info@trustdefender.com
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2 How TrustDefender protects i ts customers using two recent kernel 

based Trojans  as an example 

¢Ƙƛǎ ǎŜŎǘƛƻƴ ǿƛƭƭ ƎƛǾŜ ȅƻǳ ŀƴ ƛƴǎƛƎƘǘ Ƙƻǿ ǘƘŜ ǇǊŜǎŜƴǘŜŘ ΨYŜǊƴŜƭ CƻǊŜƴǎƛŎǎ 9ƴƎƛƴŜΩ ƭƻƻƪs like in real world 

scenarios using two of the nastiest Trojans presently in the wild. 

First of all, we have the stealthy Master Boot Record (MBR) virus that modifies the MBR and can be 

active before any operating system is actually loaded. This enables the malware to be hide very deep in 

ǘƘŜ ǎȅǎǘŜƳ ŀƴŘ Ƴƻǎǘ ƻŦ ǘƻŘŀȅΩǎ !ƴǘƛǊƻƻǘƪƛǘ {ŎŀƴƴŜǊǎ ǿƻƴΩǘ ōŜ ŀōƭŜ ǘƻ ŘŜǘŜŎǘ ƛt. 

The second example is the Silentbanker Trojan which has gained quite a high public profile as it works 

against ƳƻǊŜ ǘƘŀƴ плл ŘƛŦŦŜǊŜƴǘ ōŀƴƪǎ ǘƻ ǎǘŜŀƭ ŎǳǎǘƻƳŜǊΩǎ ƛŘŜƴǘƛǘƛŜǎ ŀƴŘ ŀƭǎƻ ǘƻ ǇŜǊŦƻǊƳ ŦǊŀǳŘǳƭŜƴǘ 

banking transactions. It is even reported to break sophisticated Two Factor Authentication Hardware 

devices. 

2.1 Stealthy Master Boot Record (MBR) virus 

The team of GMER has written an excellent write up on the issue together with a detailed in-depth 

analysis. Please refer to their write-up.  

From the writeup: 

At the end of 2007 stealth MBR rootkit was discovered by MR Team members (thanks to Tammy 

& MJ) and it looks like this way of affecting NT systems could be more common in near future if 

MBR stays unprotected. 

"Good points" of being MBR rootkit: 

¶ full control of machine boot process-code is executed before the OS starts  

¶ rootkit does not need a file - code could exists in some sectors of the disk and it cannot 

be deleted as a usual file  

¶ rootkit does not need any registry entry because it is loaded by MBR code  

¶ to hide itself, rootkit needs to control only a few sectors of the disk  

 

In short, the Trojan will perform the following tasks: 

¶ Write the malicious kernel driver to the last sector of the disk and then modifies sector 0 (MBR 

Rootkit loader), sector 61 (kernel part of the loader) and sector 62 (copy of original MBR) 

¶ During Startup, the MBR Rootkit loader will hook the system and load the malicious kernel 

driver loader from sector 61. 

¶ The kernel loader will now load the kernel driver into the memory to execute it. 

¶ Lǘ ǿƛƭƭ Ƙƻƻƪ Řƛǎƪ ŀŎŎŜǎǎ ǘƻ ǊŜǘǳǊƴ ŀƭǿŀȅǎ ǘƘŜ άŎƭŜŀƴέ ŎƻǇȅ ƻŦ ǘƘŜ a.w ƛƴ ŎŀǎŜ ǎƻƳŜƻƴŜ ŎŀǊŜǎ ǘƻ 

check. 

¶ Finally the malicious kernel driver will be loaded. This kernel driver is responsible for all network 

communication and other functionalities. 

http://www2.gmer.net/mbr/
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2.1.1 MBR Trojan walkthrough  

2.1.1.1 Installation 

Simply by executing the Trojan, will silently be installed. No warning, no other suspicious activity is 

detected and the system behaves as normal ς up until the next reboot. 

We check with process explorer to see that no suspicious software is running. However when we check 

our network sniffer, we can see lots of suspicious network communication that comes from the kernel 

driver. This way it can also circumvent any HIPS systems (such as firewalls) that try to alert you if an 

άǳƴƪƴƻǿƴέ ǎƻŦǘǿŀǊŜ ǊŜǉǳŜǎǘǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀǎ ǘƘƛǎ ŎƻƳŜǎ ǎǘǊŀƛƎƘǘ ŦǊƻƳ ǘƘŜ ƪŜǊƴŜƭΦ  

Note: Despite the fact that this Trojan is more than 4 weeks old, the involved websites are still up and 

running which is why we had to blur the network addresses. 

 

Click to play Screen 

Capture movie with Sound 

http://www.trustdefender.com/movies/kernel_forensics_engine/mbr-part1/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/mbr-part1/play.html


TRUSTDEFENDER KERNEL FORENSICS ENGINE 

TrustDefender Kernel Forensics          Page 8                                            © 2007 Symbiotic Technologies Pty Ltd               

Author: Andreas Baumhof                                                                           Web: www.trustdefender.com 

2.1.1.2 Undetectable 

bƻǿ ǘƘŀǘ ǿŜ ƘŀǾŜ ŀƴ ƛƴŦŜŎǘŜŘ ǎȅǎǘŜƳΣ ȅƻǳ Ŏŀƴ ǘǊȅ ǘƻ Ǌǳƴ ǿƘŀǘŜǾŜǊ !ƴǘƛǾƛǊǳǎκ!ƴǘƛǊƻƻǘƪƛǘκ!ƴǘƛōƻǘƴŜǘκΧ 

application that you can find. No one was able to pick up the malware. We picked RootkitUnhooker (the 

guys behind it have been recently bought by Microsoft) and Norton Antibot. No suspicious activity is 

detected by either of them. The system is clean (according to the applications). 

 

Click to play Screen 

Capture movie with Sound 

http://www.trustdefender.com/movies/kernel_forensics_engine/mbr-part2/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/mbr-part2/play.html
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2.1.1.3 How TrustDefender protects the user ς Consumer Edition 

As described in chapter 1, TrustDefender has implemented a number of forensic checks to make sure 

that any anomalies will be picked up. 

Once a customer of the TrustDefender Gold Edition (Consumer Version) runs a Safe&Secure Mode scan, 

all running applications (including kernel drivers) will be validated. As this particular Trojan controls the 

computer and the hard drive before even the Operating System is started, it tries to hide its presence 

and leave no traces about its presence. But the power of the Kernel Forensics Engine becomes clear as it 

will detect the modification to the Kernel Disk Driver. 

Now that the customer is alerted, he will be redirected to a page with additional information (not 

shown) and he can bring his computer to a technician to fix it. In this particular case, the recovery 

console (from the windows disks) muǎǘ ōŜ ōƻƻǘŜŘ ǘƻ ǊŜǎǘƻǊŜ ǘƘŜ aŀǎǘŜǊ .ƻƻǘ wŜŎƻǊŘ ǿƛǘƘ ǘƘŜ άŦƛȄƳōǊέ 

command. 

 

2.1.1.4 How TrustDefender protects the user ς Enterprise Edition 

The real power of the TrustDefender Solution is visible if a website provider (e.g. Financial Institutions - 

Banks, Credit Unions, etcΧύ ƛƳǇƭŜƳŜƴǘǎ ǘƘŜ ¢Ǌǳǎǘ5ŜŦŜƴŘŜǊ 9ƴǘŜǊǇǊƛǎŜ {ŜǊǾŜǊ ŀǎ ǘƘŜȅ Ŏŀƴ ŀǇǇƭȅ ŘƛŦŦŜǊŜƴǘ 

rules and policies based on the Security Health State of the Clients Computer. 

We will use our fictional ŘŜƳƻƴǎǘǊŀǘƛƻƴ ōŀƴƪ ΨƳȅBŀƴƪΩ ŦƻǊ ǘƘƛǎ ŜȄŀƳǇƭŜ ŀƴŘ ŀǎ ȅƻǳ Ŏŀƴ ǎŜŜΣ ŀƭƭ άƴƻǊƳŀƭέ 

TrustDefender Features including the Quiet Mode (i.e. no user interaction) still applies. As you can see, 

the bank can activate special security features based on the Security Health State of the remote 

computer ς before any confidential user information is entered or a fraudulent transaction is 

performed. In this case, certain areas of the online banking application will be secured and the password 

will be automatically reset after the transaction. 

You can also see the sophisticated firewall feature as TrustDefender will automatically block all internet 

request that do not belong to the specified website. 

Click to play Screen 

Capture movie with Sound 

http://www.trustdefender.com/movies/kernel_forensics_engine/mbr-part3/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/mbr-part3/play.html
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This way the customer is protected and the threat mitigated even without even removing the Trojan 

from the consumers computer (as this may be impossible at that time). This can be accomplished thanks 

to the fact that both endpoints are now part of one strong security chain.  

 

2.2 Trojan.Silentbanker  

Symantec provides an excellent write-up about this Trojan. According to this report, Silentbanker targets 

over 400 banks worldwide and is able to circumvent two factor authentication. To quote the author:  

άThe scale and sophistication of this emerging banking Trojan is worrying, even for someone 

who sees banking Trojans on a daily basis.έ 

ά¢ƘŜ ŀōƛƭƛǘȅ ƻŦ ǘƘƛǎ ¢ǊƻƧŀƴ ǘƻ ǇŜǊŦƻǊƳ Ƴŀƴ-in-the-middle attacks on valid transactions is what is 

most worrying. The Trojan can intercept transactions that require two-factor authentication. It 

can then silently change the user-entered destination bank account details to the attacker's 

account details instead. Of course the Trojan ensures that the user does not notice this change 

by presenting the user with the details they expect to see, while all the time sending the bank the 

ŀǘǘŀŎƪŜǊϥǎ ŘŜǘŀƛƭǎ ƛƴǎǘŜŀŘΦ {ƛƴŎŜ ǘƘŜ ǳǎŜǊ ŘƻŜǎƴΩǘ ƴƻǘƛŎŜ ŀƴȅǘƘƛƴƎ ǿǊƻƴƎ ǿƛǘƘ ǘƘŜ ǘǊŀƴǎŀŎǘƛƻƴΣ 

they will enter the second authentication password, in effect handing over their money to the 

attackers. The Trojan intercepts all of this traffic before it is encrypted, so even if the transaction 

takes place over SSL the attack is still valid. Unfortunately, we were unable to reproduce exactly 

such a transaction in the lab. However, through analysis of the Trojan's code it can be seen that 

this feature ƛǎ ŀǾŀƛƭŀōƭŜ ǘƻ ǘƘŜ ŀǘǘŀŎƪŜǊǎΦέ 

Click to play Screen 

Capture movie with Sound 

http://www.symantec.com/enterprise/security_response/weblog/2008/01/banking_in_silence.html
http://www.trustdefender.com/movies/kernel_forensics_engine/mbr-part4/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/mbr-part4/play.html
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2.2.1 Trojan.Silentbanker Walkthrough  

2.2.1.1 Installation 

The Trojan gets installed simply by the user unwittingly clicking on the executable. Please note that the 

executable will be removed from the harddrive straight away to avoid detection. We use a login to a 

financial institution ǘƻ άǘǊƛƎƎŜǊέ ǘƘŜ ŘƻǿƴƭƻŀŘ ƻŦ ǘƘŜ corresponding malicious software for the specified 

website. Nothing suspicious is detected during the login procedure, however if we look at the network 

traffic, we can see that a kernel driver together with other information is downloaded!!! 

Note: As this Trojan is still active, all Internet Addresses are blurred. 

 

 

Click to play Screen 

Capture movie with Sound 

http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part1/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part1/play.html
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2.2.1.2 TrustDefender protects the user ς Consumer Edition 

!ǎ ȅƻǳ ǿƛƭƭ ǎŜŜΣ ǘƘƛǎ ǇŀǊǘƛŎǳƭŀǊ ¢ǊƻƧŀƴ ƛǎ ƴƻǘ ŀǎ άƛƴǾƛǎƛōƭŜέ ŀǎ ǘƘŜ ǇǊŜǎŜƴǘŜŘ a.w ƳŀƭǿŀǊŜ in chapter 2.1. 

IƻǿŜǾŜǊ ƛǘ ŜƳǇƭƻȅǎ wƻƻǘƪƛǘ ǘŜŎƘƴƛǉǳŜǎ ǘƻ άƘƛŘŜέ ǊǳƴƴƛƴƎ ŀǇǇƭƛŎŀǘƛƻƴǎ ŦǊƻƳ {ŜŎǳǊƛǘȅ {ŎŀƴƴŜǊǎΦ Lƴ ǘƘis 

case there is an instance of the Internet Explorer hidden in memory. This is a typical technique to make 

undetected Internet Requests. We also see one malicious kernel Driver. Furthermore the Kernel 

Forensics Engine will show that no special kernel Rootkit techniques are used. So altogether 

TrustDefender has a detailed view of the Security State. A securith health check after the system is 

ǊŜōƻƻǘŜŘ ǿƛƭƭ ŀƭǎƻ ǊŜǾŜŀƭ ŀ ǎǳǎǇƛŎƛƻǳǎ ƪŜǊƴŜƭ ŘǊƛǾŜǊ ƴŀƳŜŘ άǘŜƪрлΦǎȅǎέΦ 

The interesting part of this Trojan is the removal, as it is virtually impossible to get rid of it. 

 

 

2.2.1.3 Undeletable Files 

As we will see in this section, this particular file or the 

Trojan is simply undeletable. The Antivirus Engine is not 

able to delete it, if you restart the machine in safe mode it 

is not deletable and even if you use special anti-rootkit tools 

ǘƻ ŘŜƭŜǘŜ ǘƘŜ ŦƛƭŜΣ ƛǘ ǿƛƭƭ ǎƛƳǇƭȅ ǊŜŀǇǇŜŀǊ ŀŦǘŜǊ ŀ ǊŜǎǘŀǊǘΧ Try 

to look up tek50.sys in google. No results! So what is a 

layperson supposed to do here? The answer is: nothing. 

 This computer needs to be fixed by a professional. 

However the only way to provide a safe and secure way to perform internet transactions is by 

enhancing the web serverΩǎ abilities to prevent this malicious code from interacting with the 

online session. This is demonstrated in the next section. 

Click to play Screen 

Capture movie with Sound 

http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part2/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part2/play.html
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2.2.1.4 TrustDefender protects the user ς Enterprise Edition 

²Ŝ ŀƎŀƛƴ ǳǎŜ ƻǳǊ ŘŜƳƻƴǎǘǊŀǘƛƻƴ ƻƴƭƛƴŜ ōŀƴƪ ΨƳȅōŀƴƪΩ ŀǎ ŀƴ ŜȄŀƳǇƭŜ ǘƻ ŘŜƳƻƴǎǘǊŀǘŜ ǘƘŜ ǇƻǿŜǊ ƻŦ ǘƘŜ 

solution. Again we see the quiet mode (no user interaction) and how the backend systems can verify the 

Security HeŀƭǘƘ {ǘŀǘŜ ƻŦ ǘƘŜ ǳǎŜǊΦ ²Ŝ ǎŜŜ ŀ ƴǳƳōŜǊ ƻŦ ŘŜŦƛŎƛŜƴŎƛŜǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ŘŜǘŜŎǘƛƻƴ ǘƘŀǘ ΨƘƛŘŘŜƴ 

ŀǇǇƭƛŎŀǘƛƻƴǎΩ ŀǊŜ ǊǳƴƴƛƴƎ ƻƴ ǘƘƛǎ ŎƻƳǇǳǘŜǊΦ ¢ƘŜ ǳǎŜǊ ƛǎ ŀƭŜǊǘŜŘ ŀƴŘ ǇǊƻǘŜŎǘŜŘ before any confidential 

information is submitted and the bank can also apply different rules and policies. In this case special 

ƳƻƴƛǘƻǊƛƴƎ ǿƛƭƭ ōŜ ŀŎǘƛǾŀǘŜŘ ŀƴŘ ǘƘŜ ǳǎŜǊΩǎ ǇŀǎǎǿƻǊŘ ǿƛƭƭ ōŜ ǊŜǎŜǘ ŀŦǘŜǊ ǘƘŜ ǘǊŀƴǎŀŎǘƛƻƴΦ 

Also ¢Ǌǳǎǘ5ŜŦŜƴŘŜǊΩǎ ōǳƛƭǘ-in firewall will automatically block all internet requests that do not belong to 

the selected financial institution. Once the special protection mode is terminated, internet connectivity 

is restored. 

 

Click to play Screen 

Capture movie with Sound 

Click to play Screen 

Capture movie with Sound 

http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part3/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part3/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part4/play.html
http://www.trustdefender.com/movies/kernel_forensics_engine/silentbanker-part4/play.html
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3 Conclusion 

The general approach we have chosen for the TrustDefender Kernel Forensics Mode has paid off and 

TrustDefender successfully protects the consumers and the online businesses (financial institutions) 

against the most sophisticated threats yet. 

Very important to note is that TrustDefender protects the online business and the consumer from the 

very first second ς and not just after a pattern update. 

As seen in the live demonstrations above, the problem can only be solved if the online business and the 

ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊ ŀǊŜ ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ƻƴŜ strong security chain as the removal of the threat is virtually 

impossible. More sophisticated actions are needed to provide a safe platform for online transactions. 

 


