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1 Introduction

Consumers and businesses aroundtheworl d t oday face an over whel
waveb of online security and transaction rel
banks, brokers and many online businesses face a myriad of corporate

governance and compliance regulations. Consumers around the world are using

varying forms of mobile computing devices which expose them to dangerous

risks including Identity Theft, the loss of their money or personal and confidential

information to online criminals T which has led to a dramatic decrease in

consumer confidence regarding the online environment.

TrustDefender is a unique next generation in
solutiond6 which has been designed specifical
consumer whilst enabling financial institutions, banks, brokers and online

businesses to secure their cuttineousisgarsyd onl i ne
device, anywhere in the world T to effectively lock out online criminals.

At the end of the day, Online Fraud undermines the Customer Confidence,

Customer Loyalty, the Brand and the Trust Relationship as a whole in the

Internet.

TrustDefenderds Online Transaction Security
and an Enterprise Server. This ensures that TrustDefender is able to secure the

consumer as well as the business. Furthermore the TrustDefender Agent can

operate onits own and has unique features for consumers to restore confidence

in online transactions. This product is market as TrustDefender Gold Edition®.

! Technically speaking the Gold Edition and the trusted Agent are exactly the same Executables.
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2 The TrustDefender Solution

2.1 TrustDefender Client

The TrustDefender Solution implements all five factors and all five sections of the
On-Demand Endpoint Security with the
1 GAP Program (Guaranteed Authentication Policies)
0 100% Guarantee of the Authenticity of the Web servers.
o Displays non-forgeable Picture
9 Secure Policy Engine
o Anal yze the End Userd6s Computer to mak
safe and secure and complies with the Policies defined by the
Website Provider.
Safe & Secure Mode
2x2 Factor Authentication (software based)
o Two Factor, Two Way Authentication for the Website
o Two Factor, Two Way Authentication for the End user
TrustedSurfing Internet Database
Kernel Forensics Engine
The TrustDefender Handshake
0 Quiet mode

= —a

= —a —A

2.1.1 TrustDefender's unique Features

"TrustDefenderds onli ne tr amsqaesolitanh securi ty

1 Theonly available solution that integrates the customer's computing
device into a strong security chain with the online business or
enterprise organization
The TrustDefender Client + Enterprise Server component can ensure a
fully protected environment for consumers and online businesses from
criminal online activity. end-to-end

1 Whitelisting Approach / Safe & Secure Mode
TrustDefender can ensure that all running applications are known to be
good. But much more importantly, we can immediately recognize a non-
trusted application. No security software thatis based on
blacklists/heuristics is able to deliver the same security experience. This is
part of the Safe&Secure Mode whichis a patent-pending technology from
TrustDefender.

T A"Qui et Mode"
An enterprise organisation using the TrustDefender Enterprise Server can
provide an almost transparent security solution through the use of the
quiet mode feature. This feature will instruct the TrustDefender Client not
to bother the user at all with any dialog boxes or reconfirmations. Instead
the Client will submit the security info to the Enterprise Server which can
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now apply different rules and policies based on the health state of the
client's PC.

1 Automatic Client Deployment
The automatic client deployment feature will allow an enterprise to deploy
the TrustDefender Agent to all different types of environment. Through our
unique Fallback Mechanism to ActiveX, JAVA, Flash and Javascript, we
support every possible environment.

1 No need to redeploy once downloaded
The base technology of all TrustDefender agents which are deployed by
the online businesses and Consumer Version is exactly the same. There
is no need to redeploy the TrustDefender client for each company who
uses TrustDefender.

1 Browser Independent

TrustDefender works with every browser,

preference. Furthermore TrustDefender does not run within the Security
Context of the Browser (increased Security).

1 Rootkit Scanner built in
The TrustDefender Client has a Rootkit Scanner built-in to the solution. No
software stays undetected.

Please also refer to our live-demonstration movie located at
http://www.trustdefender.com/movies/paypal/paypal.html

2.2 GAP Program

The A Guaranteed Aut hentication Progr amo
TrustDefender software and provides a means to unambiguously identify the
Webservice Provider (e.g. online bank)
usero6s computer described | ater.

The basic concept works as follows: A Online-Business (e.g. an online bank)
provides the TrustDefender the following information:

- One or more hostnames/ URLOGs for the
- One or more SSL certificate fingerprints for the GAP
- One or more IP-Addresses/Ranges for the GAP

As TrustDefender supervises all outgoing connections, it will automatically
enable the GAP-mode if it will find a connection that matches one of the
attributes above. Once activated, TrustDefender will show a non-forgeable
browser-independent window with the Image and Name of the connected Online
Business. The GAP-mode does incorporate also the IP-Address AND the SSL
certificate fingerprints and it is therefore not vulnerable to any DNS-spoofing,
Man-In-The-Middle or other Pharming Attacks!

Trademarked Image of
Online Business

Link to additional
Information to prove
Authenticity

Show GAP Info |
L =L E e (nter |

Wi festpac

Westpac, Australia

Finish Cnline Banking

1/16/2008
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TrustDefender GAP Participant Information

GAP Info | Secure Policies ]

TrustDefender Verified Information

Information for GAP Participant 'CommorfwealthBank, Australia’

the company website via the information
window

Business Name

Registered Address

Ow nership of Certificates
Trademarks

etc

>y D>

End-user may wish to verify the Authenticity of

Associated Webfingerprints

0 Business
Name

o Registered
Address

a Ownership

0 Trademarks

Commonwealth Bank of
Australia &

Level 7, 48 Martin Place, SYDNEY,
NSW, AUSTRALIA, 1155

5 Business owns all Hostnames, IP
Addresses, SSL Certificates

3 Name and Logo of the Business are
trademarked and owned by the
business.

Detailed Information {(Note: you have to close the GAP Window
in order to view anv external links!

‘\Webfingerprint

LIRL: when, netbank, commbank, com, .
URL: wenw3, netbank, commbarnk, com. &
Certificate: Bbe2c84541e50363aF53dE
URL: wwwz, netbank, commbank, com. 2
Certificate: B65acSdedcifdeici2alas
URL: www, commbank, com, au
Certificate: ac557c1965F1F4ffb3edafc:

< >

w | Show detailed TrustedSurfing Info |

oK | Cancel | |

2.2.1.1Details

The Online Business (e.g. Bank) uses the TrustDefender Policy Generator

Software to generate an XML-F i | e

consisting of the

Fingerprints, IP-Addresses, Name, Description, Bitmap and the Hashing-Server-
URL? as well as the Hashing-Server-SSL-Fingerprint®. This XML-File will be
signed using SHA-256 and the XML-File as well as the Hash which is then
incorporated into the TrustedSurfing Database. Additionally the Hash-Value will
be sentto a separate Internet Update Server (called the TrustDefender GAP-
Hash Server) whichis hosted in a secure Environment with government
certification. If a Hashing-Server is used, the SHA-256 Hash has to be available
via HTTPS. The Information of the XML -File will be incorporated into the
TrustDefender database and pushed to all of their users. However during
initialization of the GAP-Mode, TrustDefender calculates the Hash of the internal
data and compares this hash to the value it retrieves either from the secure
TrustDefender GAP Server” - if no Hashing-Server is used or from the Hashing-
Server specified in the XML-File®.

2 optional
3 optional

* Note: This is done on top of the consistency check of the local settings, which prevents that any
settings can be altered by an unknown source (like spyware or virus)

° PhishingWall will only accept HTTPS Servers and the SSL Fingerprint of it will be checked. This
is the only way MITM attacks are technically impossible.
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This method has proven to be effective and is not vulnerable to any type of

tampering.

2.3 The Secure Lockdown

Once the GAP Protection described in the previous section can be enabled,
1 Al ock downodo the wus

TrustDefender wi
Policies by the

GAP Partici

pant . For

not only give security advices to their customers, but they can pro-actively make

suret hat only fAsafeo

access to their
comply).

systems (or

at | east

This Lockdown is using a built-in low-level TCP/IP Firewall that works on a Host,
IP or SSL Certificate Level. During the Secure Lockdown only Requests that are
approved in the GAP Policies will be allowed.

The GAP Program and the Secure Lockdown are best described by the

illustration on the following page.

|—'GAP Protection / Secure Lockdown

@

“No tampering possible”
Check integrity of the GAP Database and
automatically download the “official” version

TrustedSurfing
Internet Server

@

“Automatic Protection”

TrustDefender will analyze all SSL encrypted
outgoing internet transmissions to
recognize S5L certificates

Webtraffic

N
“Secure Lockdown™
Blocks all Internet request other than

GAP Database those to the approved participant and

Has a list of SSL makes sure that the computer complies
fingerprints for the GAl to the Secure Lockdown Policies

Protection Participants

together with the Policies

Far the "Secure

Lockdown"
“GAP Protection”

For each SSL connection,
Calculate the SSL fingerprint
And check whether its part of

The GAP database

<

“Third Party Protection”
Calculate the GAP Protection hash
From the GAP Database and verify
The integrity with an independent
“Hash" Server

Monday, January 02, 2006

Online Business Provider
(e.g. online bank)

Independent “Hash” Server
provided in a secure datacenteq
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*The computer will move to . . ——

‘Safe&Secure’ mode to protect Various Level Security % emassmsast

customer Identity and customer

confidential information. TrustDefender O
SMS or out of band

*The Online Business can advise g luti

customer of security health and security solutions

their compliance to Online Tokens = s e

Businesses security policies. / > ) End to end Securi ty today

-Any unknown software plus (GRS g End to end Security with TrustDefender

known malware detected will be

shutdown before transaction
begins.

he Online Business or
Bank may have multiple
Anti-Fraud Systemsin
Consumer may have or may not place.
have a Firewall and or AV or
Anti-..... Software installed

i TrustDefender Enterprise
Server

“Securely hosted within
Online Bank or TD Secure
Data Centre”

2.4 Security Policies

The behaviour of TrustDefender for a particular Website and all the
corresponding Options like the GAP Database, the Safe&Secure Mode and more

can be configured with the Security Policies.

Trust Defender provides a Wi ndows Software ca
provide all the information for a GAP Participant. The Output of the Policy

Generator is an XML File which contains all the information. Additionally a Hash

Value will be generated. This Hash Value is important to make sure that the

Information that gets into the TrustDefender GAP Database matches your

information exactly.

The workflow is as follows:

o Define the Policies and Save the XML File (e.g. customer.xml)

o Note the Hash Value

0 Upload the XML File using the Upload Scriptin the Protected Area of the
TrustDefender Website

o You'llreceive an email with the Hash value and a unique ID generated on
our Server. If that Hash Value is correct, you can approve the Policies by
replying to the email

o After TrustDefender receives your Approval, the Policies will be stored in
the GAP Database and will be pushed to all existing TrustDefender Users.

Please also refer to the GAP Policy Editor Manual which is available online at
http://www.trustdefender.com/conte nt/view/86/83/
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Import from TrustDefender Security Polices

Record Triggers from TrustDefender I IV Require active AntiVirus Scanner

- Activate Trigger ™ Require active Anti-Spyware

Value [ Type [D [V Enable Safe & Secure Mode
b3c8f7c2645603e392a7... fingerprint T

I” Enable Education Mode (allows override)
[V Don't activate SL for the following apps
< > [ /A

Add Delete v Automatically dose after |40 seconds

[V Don't allow other Internet Connections

De-Activate Trigger

I~ Allow switch to the following GAP's

Value ] Type l Description
-
¢ 5 I Allow switch to other UserGAPs
Jis
Add Delete
r
Seal Trigger Secure Policy Management
Value ] Type I » IV Silent Mode (No User Interaction at all!)
b3c8f7c2645603e392a7... fingerprint [ Users are allowed to override Policies
www. trustedsurfing.com  url
www. trustdefender.com  wurl
i annala_snahdice cam i 2x2 factor Authentication
s 2 IV Enable 2x2 factor Authentication
Add Delete
Help ‘ | oK I

2.5 Safe & Secure Mode

2.5.1 Whitelisting Application Scanning

The Safe and Secure Mode is TrustDefender's answer to all Adware, Spyware,
Trojans, Virus and other malicious code attacks. It has been proven that most
End-user 6 s P Cs rdteatiorkandceveryedaypve see hundreds of new
malicious software programs. The Spyware, Trojan and Malware Threats have
drastically increased over the last 24 months.

TrustDefender follows a white listing approach rather than heuristics and/or
blacklisting approaches. TrustDefender has a huge Database with known and
common Processes and any TrustDefender User will be warned if there is an
unknown process running on his computer to make sure that only known and
"good" software is running. All unknown progresses are marked as potentially
malicious and the user has then the choice to close the corresponding programs,
to let TrustDefender try and close them or to proceed without closing the
Programs. However the result of this Decision will be submitted to the Online
Business during the TrustDefender Handshake.

Page 9 1/16/2008



TrustDefender i On Demand Endpoint Security i Technical Whitepaper

The Safe & Secure Mode is integrated into the GAP Program and the Security

Policies. If the Safe & Secure Mode is enabled by the Security Policies, it will

automatically check all the running processeson t he Cli entds Comput e
any Internet transmission is made to the Website. An online business can

therefore make sure the computer is safe & secure before the transmission takes

place.

The Safe & Secure Mode will also inspect the Computer for Rootkits (i.e. a
Process that hides itself from the System). Hidden Processes will be

automatically marked as malicious.

Safe & Secure Mode [ End-user PCis scanned for all

applications on accessing a secure
website. Those un-identified
applications are then shown in the
Safe&Secure Mode window as outline

ll below .

Inspecting Cormputer... 10% <

Safe & Secure Mode

Unknown Applications | known Applications | User Allowed Applications

Status

Potential malicdous Software running on this computer! End-user is able to close unknown
applications running on ther computer
TrustDefender detected the following unknown Software running on your computer / during raneaction seesion
| Process | Category | ProductMame | Company Name | Hash
EdtrustDefender....  Unknown  TrustDefender Symbiotic Technologies P...  2788d679%ba 1

=l _Towatchdog.exe Unknown  TrustDefender Watchdog  TrustDefender
ﬂDdII.dII {iexplor... Malware
Eepy.exe Malware
spydll.dl\ {iexplo... Malware
tdlsp.dll {iexplor... Unknown  LSP Layer for TrustDefe...

36259f39735 . . .
0412726544 End-user is able to continue online

. sfca72iafse transaction without shutting don application

if known

< >

Log

End-user is able to make their computer
Mzke my Computer SafesSecure safe whilst locking out unknown
applications

Close selected Programs | Revalidate ‘ Continue

Note: When a User selects to close the Proces
Computer Saf e &Deferelar witl autornatically closes all Processes

and revalidate the Policies. For the loaded Modules (DLL), TrustDefender will

hook itself into the Browser and prevent the potentially malicious DLLO S f r om
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being loaded. This works with all known browsers and is an effective and general
method to ensure that only known and approved Extensions/Modules are loaded.

2.5.2 Kernel Forensics (including Rootkit Scanner)

The Kernel Forensics engine is a Kernel Driver that employs a number of
techniques to make sure a System Kernel is not compromised. This includes e.g.
a Rootkit scanner to make sure that TrustDefender detects all running
applications.

The Kernel Forensics consists of the following components:

9 Detection of hidden applications (Userland Rootkit Scanner)
1 Detection of hidden kernel drivers (Kernel Rootkit Scanner)
91 Detection of hooked ServiceDescriptorTable
9 Detection of hooked native GDI APIs in Shadow ServiceDescriptorTable
91 Detection of hooked Import Address Table
Safe & Secure Mode
Unknown Applications | Security Status |Kernel Forensics  [Known Applications  |User Allowed Applications

Skatus

Checking Hidden Kernel Drivers o4

Checking S50T Hooks Potential malicious hook, Found! 1! Please check details below,

Checking GDI S5SDT Hooks o4

Checking IAT Hooks o4

Checking Master Boot Record o4

Kernel Forensics Details

@ privers Twpe Filename

O Hidden Drivers Eloriver VWINDOWS | system32intaskenl. exe

(O 14T Hooks Eloriver VWINDOWS\system32hal dil

0 ssoT Eloriver \WINDOWS | systemaz| KDOOM, DLL

() &bl s50T ?river 'l,\Aj'III\.IDOWS'l,systemSZ'l,BOOTVID.dII

O MER.

Enable Kernel Forensics Em

2.5.2.1Detection of hidden applicationgUserland Rootkit Scanner)

Hidden applications are programs that run on a computer, but are hidden from
the Windows Operating system. This technique has dramatically increased over
the last couple of years, mainly to circumvent Antivirus Scanners.

TrustDefender does not rely on the information provided by the Win32 API
process list functions, but will independently evaluate all applications that do get
CPU time in various ways. This way TrustDefender can make sure that all
applications that are active will be detected.
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2.5.2.2Detection and verification of kernel drivers

TrustDefender will evaluate a list of active kernel drivers and employ the same
whitelisting approach as described above (Chapter 2.5.1). This way
TrustDefender can detect even kernel mode spyware/malware and other nasties.

2.5.2.3Detection of hidden kernel drivers(Kernel Rootkit Scanner)

Similar to the userland Rootkit Scanner above (2.5.2.1), TrustDefender employs
a number of techniques to make sure that all loaded kernel drivers are verified.
This is done by independently verifying the information obtained from the Win32
Operating System.

2.5.2.4Hook Checks

TrustDefender has a number of checks to make sure that existing and positively
veri fi ed applsiecdatfioarnsi hardeimdgtd wot enti al mal i
verificationis done in userland as well as on a kernel level.

The detection includes checks of the global Service Descriptor Table (SSDT) as
well as the native GDISSDT. One very effective and recently upgraded detection
is the Import Address Table (IAT) Hook Check to make sure that all function that
are called are within known components.

2.5.3 Security Health Status

TrustDefender will verify the Security Health Status of a computer as part of the
Safe&Secure Mode protection. This Security Health includes e.g. whether an
Antivirus Software is installed, whether Windows Update is turned on, when the

| ast Wi ndows Updat e dheecxactawithbleanfodnatisrois o n é
discussed in more detail in chapter 2.8 and 2.8.1.
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2.6 2x2 Factor Authentication

The TrustDefender 2x2 Factor

Authentication is a software based

two factor, two way Authentication

for the Online User and a two factor,

two way Authentication for the

Online Business. TrustDefender will

automatically generate unique

TrustDefender 1 D6s for each GAP

Participant and for each User. These

TrustDefender IDs are using SHA-

256 Hash Algorithms to provide the

maximum possible Protection.

Thetwofact ors are then the #fAnor mal o

Username and Password and the

TrustDefender ID. These two factors will be submitted to the Online Bank and

this two way mechanism ensures that:

1 The End-user knows that he really is connected to the right server by
seeing a personalized Login Form
T The Online Bank knows i daswucsesdfuhleginnowg ht user

has to be done with a correct username and password AND a correct
TrustDefender ID.

2.6.1 Schematic Overview
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