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1 Introduction 

Consumers and businesses around the world today face an overwhelming ótidal 
waveô of online security and transaction related challenges. Financial institutions, 
banks, brokers and many online businesses face a myriad of corporate 

governance and compliance regulations. Consumers around the world are using 
varying forms of mobile computing devices which expose them to dangerous 

risks including Identity Theft, the loss of their money or personal and confidential 
information to online criminals ï which has led to a dramatic decrease in 
consumer confidence regarding the online environment. 

TrustDefender is a unique next generation in óOnline Transaction Security 
solutionó which has been designed specifically to meet the needs of the 

consumer whilst enabling financial institutions, banks, brokers and online 
businesses to secure their customersó online transactions in real-time - using any 
device, anywhere in the world ï to effectively lock out online criminals. 

At the end of the day, Online Fraud undermines the Customer Confidence, 
Customer Loyalty, the Brand and the Trust Relationship as a whole in the 

Internet. 
TrustDefenderôs Online Transaction Security Solution consists of a trusted Agent 
and an Enterprise Server. This ensures that TrustDefender is able to secure the 

consumer as well as the business. Furthermore the TrustDefender Agent can 
operate on its own and has unique features for consumers to restore confidence 

in online transactions. This product is market as TrustDefender Gold Edition1. 

                                                 
1
 Technically speaking the Gold Edition and the trusted Agent are exactly the same Executables. 
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2 The TrustDefender Solution 

2.1 TrustDefender Client 

The TrustDefender Solution implements all five factors and all five sections of the 
On-Demand Endpoint Security with the 

¶ GAP Program (Guaranteed Authentication Policies) 
o 100% Guarantee of the Authenticity of the Web servers. 

o Displays non-forgeable Picture 

¶ Secure Policy Engine 

o Analyze the End Userôs Computer to make sure the Computer is 
safe and secure and complies with the Policies defined by the 
Website Provider. 

¶ Safe & Secure Mode 

¶ 2x2 Factor Authentication (software based) 

o Two Factor, Two Way Authentication for the Website 
o Two Factor, Two Way Authentication for the End user 

¶ TrustedSurfing Internet Database 

¶ Kernel Forensics Engine 

¶ The TrustDefender Handshake 

o Quiet mode 
 

2.1.1 TrustDefender's unique Features 

"TrustDefenderôs online transaction security solution is a real unique solution" 
¶ The only available solution that integrates the customer's computing 

device into a strong security chain with the online business or 
enterprise organization 

The TrustDefender Client + Enterprise Server component can ensure a 

fully protected environment for consumers and online businesses from 
criminal online activity. end-to-end 

¶ Whitelisting Approach / Safe & Secure Mode 

TrustDefender can ensure that all running applications are known to be 
good. But much more importantly, we can immediately recognize a non-

trusted application. No security software that is based on 
blacklists/heuristics is able to deliver the same security experience. This is 

part of the Safe&Secure Mode which is a patent-pending technology from 
TrustDefender. 

¶ ñQuiet Mode" 

An enterprise organisation using the TrustDefender Enterprise Server can 
provide an almost transparent security solution through the use of the 

quiet mode feature. This feature will instruct the TrustDefender Client not 
to bother the user at all with any dialog boxes or reconfirmations. Instead 
the Client will submit the security info to the Enterprise Server which can 
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now apply different rules and policies based on the health state of the 
client's PC. 

¶ Automatic Client Deployment 

The automatic client deployment feature will allow an enterprise to deploy 

the TrustDefender Agent to all different types of environment. Through our 
unique Fallback Mechanism to ActiveX, JAVA, Flash and Javascript, we 
support every possible environment. 

¶ No need to redeploy once downloaded 

The base technology of all TrustDefender agents which are deployed by 

the online businesses and Consumer Version is exactly the same. There 
is no need to redeploy the TrustDefender client for each company who 

uses TrustDefender. 
¶ Browser Independent 

TrustDefender works with every browser, regardless of the userôs 

preference. Furthermore TrustDefender does not run within the Security 
Context of the Browser (increased Security). 

¶ Rootkit Scanner built in  

The TrustDefender Client has a Rootkit Scanner built-in to the solution. No 
software stays undetected. 

 
Please also refer to our live-demonstration movie located at 

http://www.trustdefender.com/movies/paypal/paypal.html  

2.2 GAP Program 

The ñGuaranteed Authentication Programò (GAP) Mode is part of the 
TrustDefender software and provides a means to unambiguously identify the 
Webservice Provider (e.g. online bank) and enables the ñSecure Lockdownò of a 

userôs computer described later. 
 

The basic concept works as follows: A Online-Business (e.g. an online bank) 
provides the TrustDefender the following information: 
 

- One or more hostnames/URLôs for the GAP 
- One or more SSL certificate fingerprints for the GAP 

- One or more IP-Addresses/Ranges for the GAP 
 
As TrustDefender supervises all outgoing connections, it will automatically 

enable the GAP-mode if it will find a connection that matches one of the 
attributes above. Once activated, TrustDefender will show a non-forgeable 

browser-independent window with the Image and Name of the connected Online 
Business. The GAP-mode does incorporate also the IP-Address AND the SSL 
certificate fingerprints and it is therefore not vulnerable to any DNS-spoofing, 

Man-In-The-Middle or other Pharming Attacks! 
 

 
Trademarked Image of 
Online Business 

Link to additional 
Information to prove 
Authenticity 

http://www.trustdefender.com/movies/paypal/paypal.html
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2.2.1.1 Details 

The Online Business (e.g. Bank) uses the TrustDefender Policy Generator 
Software to generate an XML-File consisting of the allowed URLôs, Certificate 
Fingerprints, IP-Addresses, Name, Description, Bitmap and the Hashing-Server-

URL2 as well as the Hashing-Server-SSL-Fingerprint3. This XML-File will be 
signed using SHA-256 and the XML-File as well as the Hash which is then 

incorporated into the TrustedSurfing Database. Additionally the Hash-Value will 
be sent to a separate Internet Update Server (called the TrustDefender GAP-
Hash Server) which is hosted in a secure Environment with government 

certification. If a Hashing-Server is used, the SHA-256 Hash has to be available 
via HTTPS. The Information of the XML-File will be incorporated into the 

TrustDefender database and pushed to all of their users. However during 
initialization of the GAP-Mode, TrustDefender calculates the Hash of the internal 
data and compares this hash to the value it retrieves either from the secure 

TrustDefender GAP Server4 - if no Hashing-Server is used or from the Hashing-
Server specified in the XML-File5. 

                                                 
2
 optional 

3
 optional 

4
 Note: This is done on top of the consistency check of the local settings, which prevents that any 

settings can be altered by an unknown source (like spyware or virus)  
5
 PhishingWall will only accept HTTPS Servers and the SSL Fingerprint of it will be checked. This 

is the only way MITM attacks are technically impossible.  

End-user may wish to verify the Authenticity of 
the company website via the information 
window 

Á Business Name 
Á Registered Address 
Á Ow nership of Certif icates 
Á Trademarks 

Á etc 
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This method has proven to be effective and is not vulnerable to any type of 
tampering. 

2.3 The Secure Lockdown 

Once the GAP Protection described in the previous section can be enabled, 

TrustDefender will ñlock downò the userôs computer as defined in the Security 
Policies by the GAP Participant. For the first time ever, the Online Businessô can 
not only give security advices to their customers, but they can pro-actively make 

sure that only ñsafeò computers that comply with the Security Policies are granted 
access to their systems (or at least notify the user that his computer doesnôt 

comply). 
 
This Lockdown is using a built-in low-level TCP/IP Firewall that works on a Host, 

IP or SSL Certificate Level. During the Secure Lockdown only Requests that are 
approved in the GAP Policies will be allowed. 

 
The GAP Program and the Secure Lockdown are best described by the 
illustration on the following page.  
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2.4 Security Policies 

The behaviour of TrustDefender for a particular Website and all the 
corresponding Options like the GAP Database, the Safe&Secure Mode and more 

can be configured with the Security Policies. 
 

TrustDefender provides a Windows Software called óGAP Policy Editorô to 
provide all the information for a GAP Participant. The Output of the Policy 
Generator is an XML File which contains all the information. Additionally a Hash 

Value will be generated. This Hash Value is important to make sure that the 
Information that gets into the TrustDefender GAP Database matches your 

information exactly. 
 
The workflow is as follows: 

o Define the Policies and Save the XML File (e.g. customer.xml) 
o Note the Hash Value 

o Upload the XML File using the Upload Script in the Protected Area of the 
TrustDefender Website 

o You'll receive an email with the Hash value and a unique ID generated on 

our Server. If that Hash Value is correct, you can approve the Policies by 
replying to the email 

o After TrustDefender receives your Approval, the Policies will be sto red in 
the GAP Database and will be pushed to all existing TrustDefender Users.  

 

Please also refer to the GAP Policy Editor Manual which is available online at 
http://www.trustdefender.com/content/view/86/83/  

http://www.trustdefender.com/content/view/86/83/
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2.5 Safe & Secure Mode 

2.5.1 Whitelisting Application Scanning 

The Safe and Secure Mode is TrustDefender's answer to all Adware, Spyware, 

Trojans, Virus and other malicious code attacks. It has been proven that most 
End-userôs PCs lack core protection and every day we see hundreds of new 

malicious software programs. The Spyware, Trojan and Malware Threats have 
drastically increased over the last 24 months. 
 

TrustDefender follows a white listing approach rather than heuristics and/or 
blacklisting approaches. TrustDefender has a huge Database with known and 

common Processes and any TrustDefender User will be warned if there is an 
unknown process running on his computer to make sure that only known and 
"good" software is running. All unknown progresses are marked as potentially 

malicious and the user has then the choice to close the corresponding programs, 
to let TrustDefender try and close them or to proceed without closing the 

Programs. However the result of this Decision will be submitted to the Online 
Business during the TrustDefender Handshake. 
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The Safe & Secure Mode is integrated into the GAP Program and the Security 
Policies. If the Safe & Secure Mode is enabled by the Security Policies, it will 

automatically check all the running processes on the Clientôs Computer BEFORE 
any Internet transmission is made to the Website. An online business can 

therefore make sure the computer is safe & secure before the transmission takes 
place. 
 

The Safe & Secure Mode will also inspect the Computer for Rootkits (i.e. a 
Process that hides itself from the System). Hidden Processes will be 

automatically marked as malicious. 
 

 

 
 

 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

Note: When a User selects to close the Processes (or clicks on óMake my 

Computer Safe & Secureô), TrustDefender will automatically close all Processes 

and revalidate the Policies. For the loaded Modules (DLL), TrustDefender will 
hook itself into the Browser and prevent the potentially malicious DLLôs from 

End-user is able to make their computer 
safe whilst locking out unknown 

applications 

End-user is able to close unknown 

applications running on their computer 

during transaction session 

End-user is able to continue online 

transaction without shutting don application 

if known 

End-user PC is scanned for all 
applications on accessing a secure 
website. Those un-identif ied 
applications are then shown in the 

Safe&Secure Mode w indow as outline 
below . 
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being loaded. This works with all known browsers and is an effective and general 
method to ensure that only known and approved Extensions/Modules are loaded.  

 

2.5.2 Kernel Forensics (including Rootkit Scanner) 

The Kernel Forensics engine is a Kernel Driver that employs a number of 

techniques to make sure a System Kernel is not compromised. This includes e.g. 
a Rootkit scanner to make sure that TrustDefender detects all running 
applications. 

 
The Kernel Forensics consists of the following components: 

¶ Detection of hidden applications (Userland Rootkit Scanner) 

¶ Detection of hidden kernel drivers (Kernel Rootkit Scanner) 

¶ Detection of hooked ServiceDescriptorTable 

¶ Detection of hooked native GDI APIs in Shadow ServiceDescriptorTable  

¶ Detection of hooked Import Address Table 

 

 

2.5.2.1 Detection of hidden applications (Userland Rootkit Scanner) 

Hidden applications are programs that run on a computer, but are hidden from 

the Windows Operating system. This technique has dramatically increased over 
the last couple of years, mainly to circumvent Antivirus Scanners. 

 
TrustDefender does not rely on the information provided by the Win32 API 
process list functions, but will independently evaluate all applications that do get 

CPU time in various ways. This way TrustDefender can make sure that all 
applications that are active will be detected. 
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2.5.2.2 Detection and verification of kernel drivers  

TrustDefender will evaluate a list of active kernel drivers and employ the same 

whitelisting approach as described above (Chapter 2.5.1). This way 
TrustDefender can detect even kernel mode spyware/malware and other nasties. 

2.5.2.3 Detection of hidden kernel drivers (Kernel Rootkit Scanner) 

Similar to the userland Rootkit Scanner above (2.5.2.1), TrustDefender employs 

a number of techniques to make sure that all loaded kernel drivers are verified. 
This is done by independently verifying the information obtained from the Win32 
Operating System. 

2.5.2.4 Hook Checks 

TrustDefender has a number of checks to make sure that existing and positively 

verified applications arenôt used for ñhidingò potential malicious software.  This 
verification is done in userland as well as on a kernel level.  
 

The detection includes checks of the global Service Descriptor Table (SSDT) as 
well as the native GDI SSDT. One very effective and recently upgraded detection 

is the Import Address Table (IAT) Hook Check to make sure that all function that 
are called are within known components.  
 

2.5.3 Security Health Status 

TrustDefender will verify the Security Health Status of a computer as part of the 
Safe&Secure Mode protection. This Security Health includes e.g. whether an 
Antivirus Software is installed, whether Windows Update is turned on, when the 

last Windows Update occurred and so oné The exact available information is 
discussed in more detail in chapter 2.8 and 2.8.1. 
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2.6 2x2 Factor Authentication 

 

The TrustDefender 2x2 Factor 
Authentication is a software based 

two factor, two way Authentication 
for the Online User and a two factor, 
two way Authentication for the 

Online Business. TrustDefender will 
automatically generate unique 

TrustDefender IDôs for each GAP 
Participant and for each User. These 
TrustDefender IDs are using SHA-

256 Hash Algorithms to provide the 
maximum possible Protection. 

The two factors are then the ñnormalò 
Username and Password and the 
TrustDefender ID. These two factors will be submitted to the Online Bank and 

this two way mechanism ensures that: 

¶ The End-user knows that he really is connected to the right server by 

seeing a personalized Login Form 

¶ The Online Bank knows itôs the right user, because a successful login now 

has to be done with a correct username and password AND a correct 
TrustDefender ID. 

2.6.1 Schematic Overview 

 


